=
—
=
[
=4
<
==
&)
=7
<
o
W
=
=4

INTERNATIONAL RESEARCH JOURNAL OF :
MULTIDISCIPLINARY TECHNOVATION ¢«

N

Asian Research Association

Machine Learning-Based Risk-Adaptive Attribute- Based Access
Control Framework for Secure loT Networks

Rashmin Prajapati #*, Sweta S. Panchal ®, Neha Soni ¢, Sandipkumar R. Panchal P

a Department of Computer Engineering, Dr. Subhash University, Junagadh - 362001, India

b Department of Electronics & Communication Engineering, Dr. Subhash University, Junagadh, India

¢ Department of Computer Engineering, Sardar Vallabhbhai Patel Institute of Technology, Vasad, India
* Corresponding Author Email: rashmin.1012@gmail.com T
DOI: https://doi.org/10.54392/irjmt26329

Received: 10-02-2026; Revised: 10-05-2026; Accepted: 19-05-2026; Published: 30-05-2026

Check for
updates

Abstract: Internet of Things (loT) communication networks have been growing rapidly, which exposes security
threats to the heterogeneity of the devices, changing circumstances, and changing attack patterns. Classical Role-
Based Access Control (RBAC) and attribute-based access control (ABAC) models are not flexible and do not give
real-time risk indicators and responsiveness to decision making. In this paper, a risk-adaptive attribute-based access
control (RAd-ABAC) framework based on machine learning is proposed as a part of a secure loT communication
system. The model combines the modeling of subject, object, and environmental attribute with dynamic risk scoring
performed by a supervised machine learning model. A ternary authorization scheme, Permit, Review, and Deny, is
presented to enhance the decision granularity as well as be able to respond to borderline access requests better
than binary authorization schemes. 10T23 and TON loT benchmark datasets containing 45,000 samples converted
into ABAC compatible feature vectors were used in the proposed framework evaluation. The experimental findings
indicate that the proposed RAd-ABAC framework with a proposed accuracy of 94.6 percent, macro-average AUC of
0.97 and a false positive rate of 4.2. The false positive rate decreased by 8.3 percentage points, reaching 4.2%,
which corresponds to a 66.4% relative reduction than the Static ABAC and is considered an absolute change of 8.3
and a relative change of 66.4. The scalability analysis also demonstrated near-linear scaling in processing
performance of average latency of less than 5.4 ms per request. Results show that risk scoring using ML has the
potential of enhancing the accuracy, flexibility, and reliability of authorization in distributed IoT communication
systems.

Keywords: Attribute-Based Access Control (ABAC), Risk-Adaptive Access Control, Internet of Things (loT), Machine
Learning, Secure loT Networks, Context-Aware Security, Zero Trust Architecture

1. Introduction Access control is a key component to the safety
of loT communication systems since it can decide if a
New and fast development of Internet of things  gevice, user or service may access a certain resource or
(IoT) communication networks have altered the ot within a certain situation. Conventional Role-Based
contemporary digital landscapes with massive  Access Control (RBAC) is easy to administer and still
connectivity of sensors, smart devices, wearable, |5cks flexibility in terms of dynamic loT settings where
industrial controllers, medical devices, and smart-city  gevices change their states, user activities, network, and
structures. They are used to monitor in real time, make  sjtyational risk on a continuous basis [5, 6]. To enhance
decisions automatically and exchange data across fiexipility, the principles of attribute-based Access
several locations [1]. Yet, these very properties control (ABAC) allow applying subject, object, and
contribute to the popularity of loT systems, which  enyironmental attributes when making authorization
exacerbate the security risks as well. The IoT  gecisions [7, 8]. Traditional ABAC models are often rule-
environments are extremely heterogeneous, resource-  pased and static. They all tend to lack real-time risk
limited, decentralized, and context-dependent and are prediction, machine  learning-driven behavioral
prone  to  unauthorized  access,  malicious  modeling, and optimizing policy controls. Consequently,
communication, misuse of information, and adaptive  they cannot react to the fluctuating threat situations in
cyberattacks [2-4]. the loT communication networks [9].

Int. Res. J. Multidiscip. Technovation, 8(3) (2026) 495-519 | 495

(<))
N
o
O
o
p)
=4
o
- p—
S~
N
(=)}
on
<t
it
(=]
-
—
o
Q



mailto:rashmin.1012@gmail.com
https://doi.org/10.54392/irjmt26329
https://crossmark.crossref.org/dialog/?doi=10.54392/irjmt26329&domain=pdf&date_stamp=2026-05-30

Vol 8 Iss 3 Year 2026

Rashmin Prajapati et al, /2026

Risk-Adaptive Access Control (RAJAC) and
zero-trust methods aim at resolving these shortcomings
with the introduction of contextual risk assessment and
ongoing validation [10-11]. However, much of the current
models continue to rely on manually-configured risk
parameters, fixed thresholds or permit/deny decisions.
Machine learning has permeated the loT security space
in intrusion detection, anomaly detection and
authentication, but not in the authorization decision
making of ABAC (But it has not yet been as well
developed) [12, 13]. Specifically, current literature tends
to lack the proposed combination of subject-object-
environment attribute modeling, learned risk scoring and
multi-state authorization integrated into a single loT
access-control framework. In order to fill this gap, this
paper suggests a Risk-Adaptive Attribute-Based Access
Control (RAd-ABAC) system based on machine learning
to create a secure loT communication network. The
offered framework combines the use of ABAC-friendly
attribute modelling with the use of controlled machine
learning-based dynamic risk scoring. It also contributes
a ternary authorization mechanism with Permit, Review,
and Deny decisions. The Review state is meant to deal
with uncertain or borderline requests which are not to be
automatically allowed or turned down. This enhances
better decision granularity and allows a more adaptable
authorization in dynamic loT scenarios [14].

The suggested framework is tested with the help
of the public 10T-23 and TON IoT benchmark datasets.
The total amount of samples is converted to ABAC
compatible subject, object, and environmental feature
vectors (45,000). Training and validation of the model
are performed on the stratified 70: 30 trainingtest split
and a five-fold cross-validation of the training set. Based
on the experimental results, the proposed RAd-ABAC
framework demonstrates accuracy of 94.6, macro
average AUC of 0.97, and false positive rate of 4.2,
which outperform the Static ABAC, Risk-Based Access
Control, and Zero-Trust baselines. These results show
that the combination of ML-based risk scoring with
ABAC-compatible authorization can enhance the
accuracy, flexibility, and reliability of access-control
decisions in loT [15, 16].

The contribution of this work is primarily
architectural and application-oriented with the
assistance of an algorithmic risk-scoring element. It is
not a supervised learning algorithm but a proposal of an
integrated RAd-ABAC  authorization  architecture
whereby, with the help of supervised machine learning,
dynamic risk scores are calculated based on ABAC-
compatible subject, object, and environmental attributes.
The only difference between the technical
advancements over conventional ABAC is the
substitution of the fixed rule-only authorization with
systematic risk estimation derived from machine
learning. The innovation that exists over the traditional
RAdAC is the fact that manually assigned risk weights
are replaced by feature importance as well as

probability-based score learned based on the security
information of the IloT. A step over zero-trust
formulations is operationalizing the continuous
contextual verification by a ternary decision process of
Permit-Review-Deny rather than a binary permit/deny
result.

2. Related Work

In this section a literature review will be
conducted on attribute-based access control in loT
systems, risk-based access control, machine-learning-
based access control systems, and context-aware and
zero-trust networks. The discussion provides the
theoretical framework of the proposed framework and
points out the shortcomings of latest practices.

2.1 ABAC in loT

One of the most popular authorization models
that is well suited to dynamic environments such as loT
networks, is attribute-based access control (ABAC). In
contrast to role-based, ABAC considers access requests
in terms of subject, object and environmental attributes
and provides a fine-grained and context-sensitive
access authorization. Smart home systems and loT
systems have been shown to be implemented using
ABAC, and its applicability can be scaled and adapted
compare to the traditional RBAC models [17]. Further,
extensions of ABAC to multi-level security have also
been proposed so as to apply hierarchical
implementation, and more precise policy in distributed
IoT scenarios [18]. These strategies affirm that the
ABAC is more flexible as compared to the fixed role-
based systems. However, the largest part of the ABAC
applications are policy-based and static. They are based
on set rules of attributes and lack dynamic risk
evaluation and predictive intelligence into the work
process of authorization. Therefore, the traditional ABAC
systems would not be able to handle the ever-evolving
threats in loT communication network [19].

2.2 Risk-Based Access Control

Risk-Based  Access Control introduces
contextual risk to the authorization decision and
consequently it brings more flexibility. Classical adaptive
risk-aware algorithms put emphasis on the
environmental and behavioral parameters before access
control [20]. Systematic evidence was later discovered
to indicate that risk-based authorization had several
critical problems, including fixed risk cutoffs, manual
parameter configuration, and low scalability with large
internet of things systems [21]. The adaptive security
control models too have paid attention to the risk-based
models that involve the risk evaluation in the overall
security process of decision making [22]. Even though
these methods render the system more responsive as
compared to the old approaches, most of them offer
fixed formulae of risk computation and fixed thresholds.
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They are characteristically not automated and data-
driven learning and are not tuned by the predictive
modeling to dynamically aid authorization policies.

2.3 ML-Based Access Control

Machine learning has been increasingly used in
the security system of the IOT since it can analyze the
behavior patterns, detect anomalies, and simplify the
process of making decisions. To eliminate the policy
conflicts and enhance distributed authorization systems
a ML-based access control model has been proposed to
overcome these conflicts [23]. Similarly, dynamic policy
maintenance systems based on machine learning have
also been developed to improve adaptability in an loT
setting [24]. Other more recent studies have delved into
the machine learning-enhanced attribute-based
authentication to reinforce the IoT access control
systems [25, 26]. These scholarly articles demonstrate
that machine learning might raise accurate and
responsiveness in the authentication processes.
Nonetheless, the majority of ML-based solutions are
designed to either perform authentication or anomaly
detection, instead of directly inserting predictive risk
scoring in ABAC decision engines. Also, there are a lot
of them that remain under binary decision structures,
and thus, they are less adaptable to moderate-risk
situations.

2.4 Context-Aware and Zero Trust Models

The models of context-aware access control
also emphasize that environmental and behavioral
attributes are continuously considered to improve
security controls on the IoT systems. Distributed or fog-

based systems have been demonstrated to be
reconfigurable  context-sensitive  systems  more
responsive to environmental changes [27]. The

perpetual verification concept is also improved with the
help of the use of context and risk-conscious access
controls by the use of zero-trust architecture.
Additionally, the models of the loT security have
incorporation of federated learning-based detection
models since they facilitate continuous monitoring and
authentication [28]. Such measures increase the
sensitivity to the environment and the threat detection.
However, they do not always have a common structure
that combines attribute-based authorization, dynamic
risk calculation based on machine learning and multi-
level decision-making in the context of IloT
communication networks.

2.5 Comparative Positioning of Existing
Access-Control Models

In a way to outline shortcomings of the current
access-control models in the loT settings, Table 1
compares key approaches in terms of context
awareness, risk assessment, machine learning
incorporation, decision type, and major limitations. In

general, summarizing the literature review, Table 1
demonstrates that current access-control models
typically only cover a subset of the loT authorization
issue. RBAC is somewhat static, simple, traditional
ABAC has attribute-based decisions, but lacking in
dynamic risk scoring, risk-based model has contextual
risk, and most risk-based models rely on pre-specified
parameters, and zero-trust models have continuous
verification, but not typically offer ML-driven
authorization of ABAC. Contrarily, the designed RAd-
ABAC framework is a composite of ABAC-conditioned

attributes, dynamic risk scoring with the machine
learning and ternary Permit-Review-Deny access
control.

2.6 Technical Positioning of the Proposed RAd-
ABAC Framework

This work is mostly an architectural and
application-based contribution that builds on an ML-
supported risk-scoring aspect. The article does not
introduce a novel learning algorithm that is supervised.
Alternatively, it incorporates supervised machine
learning with a RAd-ABAC, authorization architecture of
secure loT communication. The technical improvement
on the traditional ABAC is the substitution of the rule-
only, non-learned authorization with learned risk
estimation. The proposed framework instead of
manually allocated risk weights uses feature-importance
and probability-based risk scores as replacements as
compared to traditional RAdAC. Unlike zero-trust
formulations, it implements continuous contextual
verification in a ternary Permit-Review-Deny decision
process as opposed to the strict binary permit/deny
outcome [29].

Traditional ABAC, as shown in Table 2, offers
fine-grained attribute-based authorization but is mostly
inertial as it is based on pre-defined policy rules. RAdAC
addresses to this shortcoming by the addition of risk
awareness, however, the majority of existing RAJAC
models assume risk parameters to be manually
deterministic and have fixed thresholds. Zero-trust
models enhance security by constantly verifying them;
they usually lack an organized way of learning risk
scores based on the loT traffic and telemetry statistics.
Equally, ML-based IoT security models will typically
present themselves along the lines of anomaly-detection
models, authentication models, or intrusion-detection
models, as opposed to integrating learned risk-scores in
the authorization decision-making process. Conversely,
the suggested RAd-ABAC framework integrates subject,
object, and environmental qualities with the risk
estimation via machine learning and a three-step
Permit-Review—Deny decision-making process. Thus,
the technical development of the suggested work
consists in the operationalization of the acquired risk-
adaptive authorization in an ABAC-compatible loT
security architecture [30, 31].
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Table 1. Comparison of Access-Control Models in loT
Model Context- Risk ML Decision Key Limitation
Aware Evaluation Integration Type
RBAC [32, 33] No No No Binary Static role assignment
Traditional ABAC [32, 34] Partial No No Binary Static policy rules
Risk-Based AC [27, 28, Yes Predefined Limited Binary Manual risk
38] parameters
Context-Aware / Zero- Yes Partial Limited Mostly No unified ML-driven
Trust Models [19, 26, 37] binary ABAC
Proposed RAd-ABAC Yes Dynamic ML- Yes Ternary Addresses static and
based binary limitations

Table 2. Technical Positioning of the Proposed RAd-ABAC Framework

Model Main Logic Risk Source Learning Decision Limitation
Capability Type Addressed by
Proposed Work
Traditional Rule-based No explicit risk No Binary Static
ABAC subject/object/environment score authorization; no
attributes adaptive risk
RAdJAC Risk-aware authorization Manually Limited/No Usually Fixed risk formula
defined risk binary and manual
parameters thresholds
Zero Trust Continuous verification Context and Limited Mostly Lacks explicit ML-
trust binary driven ABAC
assumptions scoring
ML-based | Threat/anomaly classification | ML probability Yes Usually Not embedded
security or class label detection- | directly into ABAC
models oriented authorization
Proposed ABAC + learned risk + ML-derived Yes Ternary Integrates learned
RAd-ABAC PDP/PEP enforcement dynamic risk risk scoring into
score ABAC
authorization for
loT

3. Proposed Framework

The given framework combines the attribute-
based authorization, dynamic risk calculation, and
machine learning-controlled predictive modeling in the
framework of integrated IoT communication security.
Unlike conventional immobile access control systems,
the suggested model takes into account the contextual
properties and calculates dynamically adaptive risk
scores and decides on multi-state authorization in real-
time. The framework will guarantee enhanced
scalability, adaptability and reliability of distributed
environment of loT.

3.1 System Architecture

Figure 1 shows the system architecture of the
proposed Machine Learning-Based Risk-Adaptive
Attribute-Based Access Control (RAd-ABAC) framework
to secure Internet of Things (loT) communications
networks. The architecture has seven key elements: 0T
Devices, Gateway, Attribute Collector, Risk Engine,

Machine Learning (ML) Classifier, Policy Decision Point
(PDP), and Policy Enforcement Point (PEP). A
combination of these elements facilitates real-time
processing with feedback-based model learning.

The devices in the heterogeneous loT that
create service or access requests in the loT network are
at the input layer, which include sensors, smart home
appliances, wearable devices, cameras and embedded
controllers. The Gateway is the point which first receives
such requests and serves as an interface between the
end devices and the security framework. The gateway
does first communication processing, forwarding of
requests and metadata to the attribute processing layer.

The Attribute Collector retrieves pertinent
contextual information for each incoming request. These
extracted features are grouped into subject attributes,
object attributes and environmental attributes. Subject
attributes refer to the attributes of the requesting entity,
object attributes refer to the requested resource or
service and environmental attributes refer to the
contextual conditions of the request.
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Figure 1. System Architecture of the Proposed ML-Based Risk-Adaptive ABAC Framework

The attributes gathered are then converted into
structured attribute vectors and sent to the Risk Engine.

The Risk Engine is a dynamic risk assessment
engine which processes the attribute vectors and
communicates with the ML Classifier. The ML classifier
reviews the acquired behavioral and contextual
dynamics of access requests and generates a risk score
that is normalized and represents the chances of
legitimate, suspicious, or malicious behavior. There is
also the model training path that is based on feedback
mechanisms, with the help of which the past results of
optimally basing the business access can be utilized to
optimize the forecast of the risks in the future. This
feedback mechanism, as illustrated in Figure 1, helps in
continuous learning and  adaptive  classifier
improvement. The calculated risk score is sent to the
Policy Decision Point (PDP). The PDP uses ternary
decision logic to decide the ultimate authorization result
based on decision thresholds that are calibrated to
Permit, Review or Deny. This decision is then enforced
by the Policy Enforcement Point (PEP) which imposes
the authorization result upon the device, gateway or
service and that returns the final access response.

In general, the architecture presented in Figure
1 offers a flexible, scalable, and adaptive authorization
framework for securing IoT communication systems.
The proposed framework can enhance the precision of
authorization as well as facilitate secure real-time
communication within dynamic loT settings by
integrating attribute-based modeling, risk estimation
based on machine learning, and ternary authorization
logics.

3.2 Attribute Model

The suggested Risk-Adaptive Attribute-Based
Access Control (RAd-ABAC) system employs an

organized and movable attribute model to assist in
making clever authorization choices in the IloT
communication systems. The proposed model
integrates attribute-based authorization and contextual
risk sensitivity, unlike traditional ABAC systems, where
most decision-making elements in access control relied
on set of policy rules [36, 37]. In the model, every service
request is denoted in terms of three broad sets of
attributes, namely Subject Attributes (S), Object
Attributes (O) and Environmental Attributes (E). This
categorization allows the model to consider both who is
making a request, but also the nature of what resource
is being accessed and under what contextual
circumstances is the request being made.

3.2.1 Subject Attributes (S)

Subject attributes describe the characteristics of
the requesting entity, such as a user, device, sensor, or
gateway node. These attributes include:

o User identity

e Device ID

e Role or privilege level

o Historical behavior pattern
e Trust score

Active subject assessment is significant in
distributed Internet of Things settings since the conduct
and reliability of devices might be altered throughout the
time frame [32]. Conventional access-control systems
tend to assess such attributes in a static manner and as
a result, they are unable to effectively react to new
patterns of behavior or abnormal device usage.
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3.2.2. Object Attributes (O)

Object attributes describe the requested
resource, service, or data item. These attributes include:

e Resource sensitivity level

o Data classification

e Service criticality

e Access type, such as read, write, or execute

Fine-grained modeling at the object level
enhances a greater degree of accuracy in access control
due to the possibility of various resources at different
levels of protection provides [37]. Traditional ABAC
models however tend to use fixed policy rules and fail to
dynamically modify the authorization decision based on
the sensitivity or riskiness of the requested object [32].

3.2.3 Environmental Attributes (E)

Environmental attributes capture the contextual
and situational conditions under which an access
request is made. These attributes include:

e Time of access

e Geographic location
e Network condition

e Device health status
e Traffic behavior

Context-aware access-control mechanisms
show that environmental attributes can significantly
influence security decisions in loT systems [35, 36].
Similarly, zero-trust models emphasize continuous
evaluation of contextual parameters to improve
authorization reliability [38].

3.2.4 Mathematical Representation

To represent an access request formally, let S,
0, and Edenote the subject, object, and environmental
attribute vectors, respectively. The complete access-
request vector Xis defined as:

X=1[S0,E] (1)

Where S, 0, and Edenote the subject, object,
and environmental attribute vectors, respectively.:

S ={51,52,...,5p30 ={04,03, ...,04}E = {ey, e, ..., €}

Here, s; represents the it" subject attribute,
ojrepresents the j*" object attribute, and e, represents
the k" environmental attribute. The terms p, g, and
r denote the number of subject, object, and
environmental attributes, respectively.

The risk associated with an access request is
modelled as a function of these three attribute groups:

R=f(50,E) (2)

Where R denotes the computed risk score and
f() represents the machine learning-based risk-
estimation  function. This formulation enables
multidimensional fusion of subject credibility, object
sensitivity, and environmental context. Unlike static
ABAC systems, where attributes are directly matched
against fixed policy rules, the proposed framework uses
these attributes as input variables for predictive risk
estimation. This allows the authorization decision to be
adaptive, data-driven, and responsive to dynamic loT
conditions.

3.3 Risk Score Computation

To measure the amount of risk posed by each
access request solution, the proposed framework
calculates a normalized risk score based on the
transformed ABAC-compatible feature vector. Prior to
the computation of risk-scores, all the numerical
attributes are reduced to the range of 01, and all
categorical attributes are encoded to appropriate
encoding schemes like one-hot encoding or hash-based
encoding.

For a numerical attribute x; , min—-max
normalization is applied as follows:
xil — Xi—Xmin (3)

Xmax~Xmin

Where x; is the normalized value of the
ithattribute, x;is the original attribute value, and x,,;,and
Xmaxrepresent the minimum and maximum values of that
attribute in the training data. The normalized value x;lies
in the range [0+ 1].

After normalization, the risk score Ris computed
as a weighted aggregation of the normalized attribute
values:

R =%, wix (4)
Equivalently, the risk score can be expressed

as:

R =wyx; + wyx) + -+ wpxy, (5)
Subject to the following constraints:

0<R<10=<w; <13, w;=1 (6)

where R denotes the normalized risk score,
x! denotes the normalized value of the it" attribute,
w;denotes the learned weight or importance assigned to
the it" attribute, and n denotes the total number of
attributes in the access-request vector.

The weights wi are not explicitly given. Rather,
they are approximated with the learned machine
learning models. Full set of features in the random forest
model makes the feature-importance value which is
utilized to determine the relative value that each attribute
has in the prediction. The Logistic regression model
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uses coefficient magnitudes to support the
interpretability of the influence of attributes. This renders
the computation of risk-score adaptive and data-driven
as compared to the traditional risk-based access-control
models which rely on pre-determined or manually
adjusted risk weights [27, 28, 38].

Policies that the Policy Decision Point (PDP)
then uses to settle the ultimate authorization state on the
basis of the resulting risk score Ris. Values of R below
1.00 indicate lower-risk access requests (low-risk
access requests), and higher than 1.00 (high-risk access
requests). This calculated score is then transformed into
ternary permissions of Permit, Review, or Deny with the

calibrated thresholds specified in the following
subsection.
3.3.1 Ternary Authorization Thresholds and

Calibration

The ML risk engine produces a normalized risk
score R in [0, 1], low scores are assigned to low-risk
access requests, and high scores are assigned to risky
access requests. The two thresholds that are used to set
the final authorization decision are two calibrated
thresholds, as presented in Table 3. Two calibrated
thresholds, are used to determine the final approval
decision. In this paper the thresholds were chosen on
the validation folds by maximizing the macro-F1 and
minimizing false positives on valid requesting. The
validation resulted in the following decision boundaries
that were fixed and used exactly with a 13,500-sample
test set:

3.3.2 Algorithmic Procedure of the Proposed RAd-
ABAC Framework

The entire training and inference procedure is
contained in Algorithm 1 to achieve operational
reproducibility of the proposed framework. The algorithm
outlines the workflow, starting with the preparation of
datasets and the preparation of the feature using ABAC-
compatible methods, all the way up to the generation of
risk-scores using MLs and the ultimate permit-review-
deny authorization.

Algorithm 1. Training and Inference Procedure of the
Proposed RAd-ABAC Framework

Step Procedure

1 Load the 10T-23 and TON_loT datasets.

2 Remove invalid records, handle missing
values, and clean categorical fields.

3 Map raw dataset fields into subject, object, and
environmental ABAC attributes.

4 Encode categorical features using one-hot
encoding or hash-based encoding.

5 Normalize numerical features into the range
([0,1]) using min—max normalization.

6 Convert original dataset labels into three

authorization classes: legitimate, suspicious,
and malicious.

7 Split the dataset into 70% training data and
30% independent testing data using stratified

sampling.

8 Apply five-fold stratified cross-validation only
on the training partition.

9 Train Random Forest and Logistic Regression

models using balanced class weighting.

10 Select the best-performing model based on
validation accuracy, macro-F1 score, and
AUC.

11 Generate the normalized risk score (R) for
each independent test request.

12 The calibrated decision thresholds were
applied as follows: access was permitted when
R<0.35, referred for review when
0.35<R<0.70, and denied when R=0.70.

13 Report accuracy, class-wise precision, recall,
F1-score, false positive rate, ROC-AUC,
scalability, and latency.

The entire training and inference process of the
proposed RAd-ABAC framework is summarized in
Algorithm 1. The algorithm starts with the feature
construction and preprocessing of the dataset and
creation of the features that are compatible with ABAC.
Raw traffic and telemetry records are processed by
cleaning, printing, normalizing and converting them into
subject, object and environmental attribute sets. Then,
the supervised machine learning models are trained on
the transformed feature vectors to estimate dynamic
risk.

Table 3. Ternary Decision Boundaries

Risk Score Interval Authorization State Operational Meaning Action
0.00=R<0.35 Permit Low-risk request Access granted
0.35<R<0.70 Review Borderline/moderate-risk Additional verification, MFA,

request logging, or admin review
0.70<R<1.00 Deny High-risk request Access blocked
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In inference, the trained ML model constructs a
normalized risk score R of the access request. This
score is forwarded to the Policy Decision Point where the
calibrated ternary decision rule transforms it into one of
three permitted outcomes; Permit, Review, or Deny. The
Permit state will provide access to low-risk requests, the
Review state will result in further verification of medium
or doubtful requests, and the Deny state will block high-
risk requests. Stepwise method enhances reproducibility
and makes it clear on how the proposed architecture
functions during training and inference.

3.4 Machine Learning Model

A crucial part of the suggested framework, which
allows for dynamic and data-related prediction of risks,
is the application of machine learning. On the other
hand, the suggested system includes machine learning
in the authorization decision process.

3.4.1 Dataset Description

To train and test the machine learning models,
two publicly available datasets of the internet of things
security benchmark i.e. the lot-23 Dataset and the TON
loT Data set were taken to train them. These datasets
encode common |oT communication patterns, benign
and malicious behaviour and are very popular in
benchmarking intrusion detections and security analytics
in the loT environment. All access requests were
transformed into formal feature vectors that were valid
with the proposed Risk-Adaptive ABAC attribute model.
In particular, the subject attributes (e.g. device/user
identity, trust score, and signs of past behavior) and
object attributes (e.g. level of resource sensitivity, level
of service, and access type) and environmental
attributes (e.g. access time, network status, traffic
condition, and contextual parameters) have all their
encapsulations in each record. In addition, each
incidence is characterized with a ground truth of a
legitimate, suspicious or malicious activity.

Torealize the intended data consistency and the
greater ability to generalize the model, rigorous
preprocessing has been utilized which involves the

processing of missing data by statistical imputation,
scaling of the numerical variables to the range [0,1], one-
hot encoding of the categorical variables and detecting
and eliminating the outliers to avoid the noise and distant
outliers. These prep processing functions standardize
the heterogeneous data sources and make the learning
models robust and stable. The selected datasets
(summarized in Table 4) provide a complementary
insight into the subject matter of loT security as they
combine operational traffic of the loT network with
telemetry information, which is specific to the context.
This diversity enables robust validation of the suggested
risk-adaptive access control framework in the cases of
heterogeneous 10T and the performance of the
generalization assessment under various conditions of
attackers.

3.4.1.1 Feature Construction and ABAC Attribute
Mapping

To enhance reproducibility, every extracted raw
field of the 10T-23 and TON This loT was transformed
into an ABAC-compatible attribute vector. The mapping
process consisted of six steps: selecting the raw fields,
treating missing values, encoding, and normalization,
interpreting the semantics, and placing it in a subject,
object, or environmental attribute group. Min-max
normalization brought quantitative traffic characteristics
(in [0,1] range). One-hot encoding or ordinal mapping
was employed to encode categorical features (protocol,
service, connection state, device type, and attack label)
which needed ordinal mapping by character. The ended
transformed vector was inputted into the ML risk engine.

As reflected in table 5, the proposed framework
does not utilize the 10T-23 and TON_loT datasets as
generic intrusion-detection datasets. Instead, their
unstructured fields are systematically converted into
ABAC-compatible authorization attributes. Every access
request can be put into a structured feature vector of the
form subject, object, and environmental information in
this mapping. The transformed vector is then fed into the
ML-based risk engine where the risk-score is generated
and accepted final Permit-Review-Deny authorization.

Table 4. Summary of Public Datasets Used for Evaluation

Dataset Name | Domain Data Type Label Types Key Characteristics Public Availability
10T-23 Dataset loT PCAP / flow- Benign, Real IoT device traffic Yes
[35] malware | based features malicious with diverse malware
traffic (botnet, families and benign
analysis malware) flows
TON_loT loT and Network traffic | Normal, multiple Multi-modal data Yes (academic use)
Dataset lloT + telemetry attack capturing network,
[39] security features categories system logs, and loT
telemetry
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Table 5. Feature Construction and ABAC Attribute Mapping

Dataset Raw Feature Group Preprocessing / Encoding ABAC Semantic Meaning
Category
1oT-23 Source IP, Cleaning, anonymization, Subject Requesting device
device/session ID frequency/hash encoding identity and behavior
1oT-23 Destination IP, Cleaning, categorical Object Requested resource or
service/port encoding service endpoint
loT-23 Protocol, duration, Missing-value handling, one- | Environmental Network condition and
bytes, connection state hot encoding, min—max traffic behavior
normalization
10T-23 Traffic label Benign/malicious mapped to Target Ground-truth risk class
authorization class
TON_loT | Source IP, device ID, Cleaning, anonymization, Subject Requesting entity and
source port hash/bin encoding access origin
TON_loT Destination IP, Cleaning, one-hot encoding Object Requested
destination port, service/resource
service sensitivity
TON_loT Protocol, duration, Imputation, one-hot Environmental | Communication context,
packet/byte statistics, encoding, min—max device state, and traffic
telemetry fields normalization intensity
TON_loT Normal/attack label Normal/attack labels mapped Target Ground-truth
to legitimate, suspicious, or authorization class
malicious classes

3.4.2 Training and Testing Strategy

In order to evaluate the models in the most
effective way, the entire dataset 45,000 samples were
initially cleaned, pre-processed and converted to ABAC
compatible sample subject, object and environmental
feature vectors. Upon preprocessing the dataset was
randomly shuffled with a fixed random seed of 42 so that
the same outcome of the experiment would be obtained
when the experiment was repeated. A stratified 70:30
train test split was then used to partition the data. To
ensure that the proportionality of the three authorization
classes have been maintained in the training and testing
partitions, stratification was employed to ensure that
there was still a legitimate, suspicious, and malicious
distribution. In this regard, model was trained and
validated on 31,500 samples and 13,500 samples were
reserved as an independent test set. The independent
test set had no use in the model training,
hyperparameter tuning, or threshold calibration.

In order to better generalize and minimize the
chances of overfitting, five-fold stratified cross-validation
was done only on the 31,500-sample training partition.
Here training data were separated into five equal folds.
Training was done in four folds and one-fold was done
as validation in every run. This was done 5 times so that
each fold was used once as validation subset. To
determine model stability and model choice, the mean of
the five folds was applied to model validation. The
optimal model set had been cross-validated so the
optimal collection was rerun on the full 31,500 samples

of data. Performance was then finally checked after
testing on the removed 13,500 samples test set. This
process was necessary in order to get the value of the
reported accuracy, AUC, false positive rate and other
metrics of evaluation on unseen data and not affected by
the cross-validation process.

They tested their trained models on standard
classification scores such as Accuracy, Precision,
Recall, F1-score, False Positive Rate (FPR) and
Receiver Operating Characteristic - Area under the
Curve (ROC-AUC). The overall correctness of the model
was gauged using accuracy whilst false authorization
and missed-risk behavior were gauged using the general
accuracy and precision and recall. F1-score was used to
provide an even spread on precision and recall, whereas
ROC-AUC could be used to quantify how discriminative
the ML-based risk engine would be at various threshold
values. This verification procedure aligns with the
experimental measures in research on machine
learning-based loT security and access-control [31].

All the details of the experimental setting utilized
in training, validation and testing have been summarised
in Table 6. It explains the size of the dataset, category
division, cross-validation process, and evaluation values
employed in evaluating the proposed framework of the
ML-based RAd-ABAC.

The model was trained and tested on 31,500
samples with the validation results presented in Table 6
and 13,500 samples were saved as independent test
set.
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Table 6. Training and Testing Configuration

Experimental Component

Configuration Used

Total dataset size

45,000 samples

Feature structure Subject,

object, and environmental ABAC attributes

Authorization classes

Legitimate, suspicious, malicious

Random seed

42

Data split method

Stratified 70:30 train-test split

Training/validation set

31,500 samples

Independent test set

13,500 samples

Cross-validation

Five-fold stratified cross-validation

Cross-validation usage

Applied only on the training set

Final evaluation

Performed on untouched 13,500-sample test set

Evaluation metrics

Accuracy,

Precision, Recall, F1-score, FPR, ROC-AUC

Table 7.

Machine Learning Implementation Details

Component

Configuration

Programming language

Python 3.10

Libraries Scikit-learn, Pandas, NumPy, Matplotlib
Random seed 42
Data split Stratified 70:30 train-test split
Training samples 31,500
Testing samples 13,500

Cross-validation

Stratified five-fold CV on training set only

Scaling

Min—max normalization for numerical features

Encoding

One-hot encoding for categorical variables

Missing values Median imputation for n

umerical fields; mode/“unknown” for categorical fields

Class balancing

class_weight="balanced"

Final evaluation

Untouched 13,500-sample test partition

Cross-validation on training partition was done
five times, so that the reported results were validated on
previously unseen data. This is a better strategy
because reproducibility is enhanced and chances of
overfitting or biased performance reporting are avoided.

The entire 45,000 sample dataset was initially
shuffled on a given random seed of 42. The stratified
70:30 hold-out was then split yielding 31,500 training
samples, and 13,500 independent test samples.
Independent test set was not involved in model selection
or calibration of the threshold. Only in the training
partition consisting of 31,500 samples, 5-fold stratified
cross-validation was used to tune the hyperparameters
and to approximate the model stability. The most
favourable-looking of the cross-validated configurations
was then returned to training on the entire 31,500-

sample training set, and tested once on the remaining
13,500-sample test set mention in table 7.

3.4.3 Algorithms Used

Two
implemented:

supervised learning algorithms are

Random Forest

Random Forest is selected due to its ability to:
Handle nonlinear relationships

Reduce overfitting

Provide feature importance ranking
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This algorithm is particularly effective in complex
loT environments where attribute interactions are
multidimensional.

Logistic Regression
Logistic Regression is employed to:
e Provide probabilistic risk estimation
e Offer interpretability
e Ensure computational efficiency

This model uses probability scores, which are
directly related to the level of risk. The combination of
these two algorithms will enable the comparative
evaluation of the model's performance. This model will
be robust in the prediction of risk.

3.4.4 Feature Importance and Weight Learning

This model differs from the conventional risk-
based model, which uses manually set weights since this
model will learn the attribute weights using a supervised
approach.

Feature importance is determined using:
e Gini importance (Random Forest)
e Coefficient magnitude (Logistic Regression)

Let A; represent normalized attributes and
w;represent learned weights. The dynamic risk score is
computed as:

Risk = Zln:lwi Ai (6)

The learning algorithms would be weight-based
which implies that more powerful features would have
more contribution to the final score of risk prediction. And
subjectivity would be lost after this as well. It enhanced
dynamism in a dynamic threat environment of the
Internet of Things too. Machine learning is incorporated
in the attribute selection process in this model. The
results are a predictive, scalable, and adaptive
authorization control model which predicts the presence
of the vulnerabilities of the early work and the risk-based
models themselves based on machine learning (ML)
itself [30, 31].

Random Forest was chosen as a main risk-
scoring model due to its ability to address nonlinear
interaction between the subject, object, and
environmental attributes. It also gives feature-
importance values, which will aid the interpretation of the
risk weights learned in the projected RAd-ABAC
framework. Table 8 shows the principal set of settings of
the Random Forest model.

The Random Forest model was set to give a
consistent classification performance and minimize
overfitting as it is demonstrated in Table 8. The random
seed is fixed to enhance reproducibility, and the
weighting of the classes is always balanced to ensure

that the model is able to accommodate the variations in
legitimate, suspicious and malicious access requests
distribution.

Table 8. Random Forest configuration

Model Hyperparameter Value
Random Forest n_estimators 200
Random Forest criterion Gini
Random Forest max_depth None
Random Forest | min_samples_split 2
Random Forest | min_samples_leaf 1
Random Forest class_weight Balanced
Random Forest random_state 42

The comparative and interpretable baseline
classifier that was employed to estimate risk was the
Logistic Regression. As it produces outputs based on
probability, it can be used to directly transfer
classification confidence to normalized risk points. The
parameters of the Logistic Regression model are as
shown in Table 9.

Table 9. Logistic Regression configuration

Model Hyperparameter Value

Logistic penalty L2
Regression

Logistic solver Ibfgs
Regression

Logistic max_iter 1000
Regression

Logistic multi_class Multinomial
Regression

Logistic class_weight Balanced
Regression

Logistic random_state 42
Regression

According to Table 9, Logistic Regression was
set to use the regularization option and a so large
number of maximum iterations to reach the convergence
point. The model has interpretability by coefficient values
and it is conveniently compared with the Random Forest
classifier in terms of computation and probabilistic risk
estimation.

4. Experimental Setup

4.1 Experimental Environment and Dataset

Configuration

To test the effectiveness of the created ML-
based RA-ABAC system, detailed experimental
research in a controlled simulation environment was
created. All tests were on a computer with an Intel Core
i7 processor (3.2 GHz), 16GB RAM and 1TSSD. Python
3.10 and Scikit-learn were used to complete the machine
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learning modeling, Pandas and NumPy were used to
process the data and Matplotlib was used to visualize
the results. Such software stack provided both good
performance in processing data and other reproducible
and reliable performance measures. To reproduce
heterogeneous device interaction, we created a
simulation of an loT communication environment. This
simulator included a few virtual loT devices which
created simulated access requests, a policing
communication traffic gateway, a attribute collector to
retrieve context information and an ML-based policy
manager integrated with the Policy Decision Point (PDP)
and the Policy Enforcement Point (PEP). This modular
architecture reflects reality of loT communication
architecture and is able to test risk-adaptive
authorisation of distributed systems. Empirical validation
was done using two publicly available datasets for
empirical evaluation using loT cybersecurity benchmark
datasets: the loot-23 dataset (38 MB) at [35] provides
labelled benign and malicious behaviours on a very large
distribution of malware families in the l1oT network traffic;
and the TON_loT release of 2018 data set at [39].

These data sets are well known within the loT
security research community and free to reference by
researchers. Afterwards, with the help of preprocessing
and conversion into attribute vectors based on the
presented subject environment model, approximately
45,000 samples were obtained. The data set was
divided into training data (70 percent) and test data (30
percent) to ensure that the evaluation results generalize.
In this respect, the five-fold cross validation training was
employed to increase the robustness and avoid single
sample-fitting which may significantly bias the results
due to limited system resources. Ternary classifications
(legitimate, suspicious, malicious) were used as the first
classifications in the dataset, based on the proposed
multi-level decision model. Such modification makes it
possible to evaluate the risk scoring and intermediate
authorization decisions dynamically and empirically.

4.2 Evaluation Metrics and Validation Strategy

In order to test the predictive performance of the
risk engine based on machine learning, several
performance metrics were used. These metrics are an
overall evaluation of classification precision, detection
sensitivity, and discriminative power, which are part of
the conventional security modeling paradigms for
machine learning algorithms.

Let:
e TP = True Positives
e TN = True Negatives
e FP = False Positives

e FN = False Negatives

4.2.1. Accuracy
Accuracy measures the overall proportion of
correctly classified instances:

TP+TN

Accuracy = —
Y = TP+TN+FP+EN

(7)
This metric provides a general indication of

model correctness across all classes.

4.2.2 Precision

Precision evaluates the proportion of correctly

predicted positive instances among all predicted

positives:

Precision = LS (8)
TP+FP

High precision means that false positive rates
are very low, which is vital for access control systems so
that users are not unnecessarily denied access or have
their requests reviewed.

4.2.3 Recall

Recall measures the ability of the model to
correctly detect actual positive instances:

TP

Recall = (9)
TP+EN

High recall rates guarantee that any malicious
access attempts are successfully detected without being
incorrectly labeled as legitimate.

4.2.4 F1-Score

The F1-score represents the harmonic mean of
precision and recall:

PrecisionxRecall

F1-Score = 2 X (10)

Precision+Recall

This metric is an overall evaluation when false
positive rates and false negative rates are equally
significant.

4.2.5 Receiver Operating Characteristic (ROC) and
AUC

The ROC curve evaluates the trade-off between
True Positive Rate (TPR) and False Positive Rate (FPR)
across different threshold values.

TP
TP+FN

TPR =

(11)

FP (12)

FP+TN

The Area under the Curve (AUC) is used to
measure the total discriminative power of the classifier.
An increase in the value of AUC represents a greater
distinction between genuine and malicious classes. The
ROC-AUC analysis has become popular in ML-based

FPR =
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loT security studies to conduct evaluation independent
of the threshold.

4.2.6 Validation Strategy

The hold-out validation (70/30 split) combined
with k-fold cross-validation makes the performance
estimation reliable and minimizes the overfitting. Cross-
validation promotes statistical stability through the
averaging of performance between training subsets to
be more effective in generalizing in a variety of loT
communication situations.

4.3 Baseline Model Construction

The proposed RAd-ABAC framework was
compared to three baseline access-control models, to
provide a fair and technically consistent comparison,
including Static ABAC, Risk-Based Access Control, and
Zero-Trust Access Control. The same pre-processed
data, the same subject-object-environment attributes
structure, and the same independent test 13,500-sample
test partition were used to implement all baseline
models. This made sure that the comparison outcomes
were not impacted by variations in dataset split,
preprocessing, or test atmosphere.

All models were then translated into a three-
class model legitimate, suspicious, and malicious to do
comparisons with accuracy. In the original baseline
models that used binary authorization logic, the
separation of suspicious and malicious cases during the
post-hoc evaluation by risk-level rules and even the
eventual enforcement decision remained a permit or
deny decision. This mapping has allowed a uniform
comparison with the suggested ternary Permit—Review—
Deny authorization mechanism.

4.3.1 Static ABAC Baseline

The  predefined subject, object and
environmental attribute rules were used to implement

the Static ABAC baseline. Any protocol request was
denied unless all predefined conditions based on an
attribute are met. There was never any machine learning
score, adaptive risk value or feature weight that was
learned to use during this baseline. Hence, this model is
a traditional rule-based ABAC paradigm with pre-
determined authorization logic.

4.3.2 Risk-Based Baseline

The Risk-Based Access Control baseline used
a manually weighted risk function based on aggregated
subject, object, and environmental risk values. The risk
score was computed as:

R =0.4S+0.30 + 0.3E (13)

Where S, 0, and Erepresent the aggregated
subject, object, and environmental risk values,
respectively. The weights were fixed before evaluation
and were not learned from data. This baseline was
included to compare the proposed ML-derived risk
scoring mechanism with a conventional manually
configured risk model.

4.3.3 Zero-Trust Baseline

Zero-Trust baseline was based on a principle of
default-deny authorization. Access was only allowed
when identity validity, device state, protocol or service
legitimacy as well as contextual conditions were all met.
In case of any critical verification factor missing,
suspicious or inconsistent, the request was rated as
suspicious or denied based on its risk status. This
baseline is a pure authorization through continuous
verification without machine learning based adaptive risk
scoring.

All the baseline models were tested in equal
experimental conditions and on the same independent
test set that is shown in Table 10.

Table 10. Baseline Implementation Logic

Model Features Used Risk . Decision Structure Test Partition
Computation
Static ABAC .SUbJeCt’ obJec_t, .No rlsk.score; Binary permit/deny | Same 13,500 samples
environmental attributes fixed policy rules
Risk-level mapping

Risk-Based Subject, object, Manual weighted to legitimate, Same 13.500 samoles

AC environmental attributes risk formula suspicious, and ' P

malicious
Identity, device status,
Zero-Trust network context, request Rulg-based Mostly de.ny unless Same 13,500 samples
o trust/risk score verified
sensitivity

Proposed Full subject-object- ML-learned Ternary Same 13.500 samples

RAdJ-ABAC environment vector dynamic risk score | Permit/Review/Deny ’ P
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The most important difference between the
models is their authorization logic. ABAC is Static,
clearly defined rules are used to form the Risk-Based
base, scores used during the creation of the Zero-Trust
base are extremely strict and verification rules are
applied. Contrastingly, the presented RAd-ABAC
framework is based on machine learning to create
dynamic risk scores and uses a ternary system of
authorization. This relative arrangement allows to judge
the fact whether the improvement in performance could
be attributed to the suggested adaptive risk-scoring and
decision-making structure but not to the variation in the
data partitioning or pre-processing.

5. Results and Discussion

Here, the experimental validation of the
proposed Machine Learning-Based Risk-Adaptive
Attribute-Based Access Control (RAd-ABAC) framework
is given. The findings are effective to use dynamic risk
scoring and ternary decision model to enhance the
security of [oT communication.

5.1 Classification Performance Analysis

The confusion matrix analysis indicates strong
classification capability across legitimate, suspicious,
and malicious access categories. Out of 13,500 testing
samples, 12,767 instances were correctly classified,
resulting in an overall accuracy of:

12767
13500

Accuracy = ~ 94.6% (14)

Figure 2 presents the multi-class confusion
matrix obtained from the evaluation of 13,500 testing
samples. The matrix illustrates the distribution of
predicted classifications across three categories:
Legitimate, Suspicious, and Malicious.

The correctly classified instances (diagonal
elements) are:

o Legitimate: 4215
e Suspicious: 3987
e Malicious: 4565
The total number of correct classifications is:

4215+ 3987 + 4565 = 12767

Thus, the overall classification accuracy is:

12767

Accuracy = 500~ 94.6% (15)
This confusion matrix has predictive
performance which is strong in all classes.

Unfortunately, at times, valid requests are only identified
correctly and are wrongly put in the higher-risk
categories. Similarly, the bad requests are identified
effectively since only a little bit of category mixing is
performed. The addition of a mediating Suspicious state
leads to a finer granularity of the categories that are
classified which are rather too simplistic binary
permit/deny decisions are converted to an intermediary
category, added to those situations where access
attempts are questionable or borderline. This minimizes
undesirable authorization breakdowns and increases the
reliability of decisions in moving loT places. A minor
amount of misclassification in the Legitimate and the
Malicious category only affirm that the Random Forest
model has mastered boundaries of misclassification.

5.2 Class-Wise
Analysis

Multiclass Performance

Because the suggested framework undertakes
three-class authorization, the accuracy in general is not
adequate to assess the performance of the models.
Thus, the precision, recall, and F1-score of classes, i. e.,
Legitimate, Suspicious, and Malicious were calculated.

Legitimate

Suspicious

Actual Class

Malicious

Legitimate

Confusion Matrix - Proposed ML-Based RAd-ABAC

Suspicious
Predicted Class

Malicious

Figure 2. Confusion Matrix of the Proposed ML-Based RAd-ABAC Framework
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Table 11. Class-Wise Performance of the Proposed RAd-ABAC Framework

Class Precision Recall F1-Score Support
Legitimate 0.957 0.941 0.949 4,480
Suspicious 0.926 0.937 0.932 4,255
Malicious 0.953 0.958 0.956 4,765
Macro Average 0.945 0.945 0.946 13,500
Weighted Average 0.946 0.946 0.946 13,500
ROC Curve - Random Forest (AUC = 0.97)
1.0
0.8 -
z
€ 0.6
g
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Figure 3. Multiclass ROC Curve of the Proposed Risk-Adaptive Access-Control Model

The Suspicious class was given a particular
consideration as it is the state of the Review and is the
borderline cases of the access that are not to be easily
granted or rejected. The performance of a final model
was tested on the independent 13,500-sample test
partition, never used to test any hyperparameter or
threshold value. Table 11 shows the results of the
classes.

Table 11 indicates that the proposed model is
stable and works across the three authorization classes.
The F1-score of the legitimate class was 0.949, meaning
that the risky access requests were correctly identified
as a low risk. The Malicious class registered the best F1-
score of 0.956 meaning the excellent detection of high-
risk access attempts. The Suspicious category scored
the F1-score of 0.932, and it is particularly significant as
the category is associated with the state of Review in the
planned access-control policy.

In spite of the fact that the suspicious class is
somehow less precise than the other classes the recall
is also high (at 0.937). This implies that majority of
borderline or suspective access requests were
adequately captured to undergo further verification,
instead of accessing improperly or being denied. Thus,
the practical utility of the ternary Permit Review Deny
decision structure concerning dynamic loT-based

communication environment is justified by the findings in
the class-wise results.

The Receiver Operating Characteristic (ROC)
curve of the Random Forest classifier is shown in figure
3. ROC curve is used to determine the trade-off between
the True Positive Rate (TPR) and False Positive Rate
(FPR) at varying levels of decision threshold.

The model achieved an Area under the Curve
(AUC) of:

AUC ~ 0.97 (16)

The range of 0.5 to 0.7 is low discrimination. The
trend on the ROC space above is rapidly increasing
upwards and towards the left which is an indication that
the classifier is at a high rate of detection and low rate of
false positives. The sharp increase in the initiation is an
indication that the sensitivity of detection is none the
diminishments of small values of the false positive. This
is especially true when dealing with l1oT communication
systems in which one needs to optimize on the
gratuitous access refuses at the cost of security. This is
one of the differences in the loose model and the strict
model. In comparison to the traditional, untrained ABAC
models, the ROC results indicate that the combination of
machine-learned scoring of risk-making makes the
classification points more solid and flexible.
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5.2 Comparative Accuracy Evaluation

Figure 4 presents the comparative accuracy of
the proposed RAdJ-ABAC framework against three
baseline access-control models: Static ABAC, Risk-
Based Model, and Zero-Trust Model.

The accuracy values show that Static ABAC
achieved 82.3%, the Risk-Based Model achieved
88.6%, the Zero-Trust Model achieved 90.2%, and the
proposed RAd-ABAC framework achieved the highest
accuracy of 94.6%.

The improvement in accuracy is calculated as
follows:

94.6 —82.3 =12.3

Thus, the proposed RAd-ABAC framework
improves accuracy by 12.3 percentage points compared
with Static ABAC.

94.6 — 88.6 = 6.0

Thus, the proposed framework improves
accuracy by 6.0 percentage points compared with the
Risk-Based Model.

94.6 —90.2 = 4.4

Thus, the proposed framework improves
accuracy by 4.4 percentage points compared with the
Zero-Trust Model.

The results demonstrate that the proposed RAd-
ABAC framework achieves the best classification
performance among all evaluated models. The
improvement over Static ABAC indicates that fixed rule-
based authorization is less effective in dynamic loT
environments. Although the Risk-Based and Zero-Trust

models perform better than Static ABAC, they still
depend largely on predefined rules, manual risk
assumptions, or strict verification logic. In contrast, the
proposed RAd-ABAC framework combines subject,
object, and environmental attribute modeling with
machine learning-based dynamic risk scoring. This
enables more accurate authorization decisions and
explains the higher accuracy shown in Figure 4.

5.3 False Positive Rate Reduction

Figure 5 presents the comparison of the False
Positive Rate (FPR) across the evaluated access-control
models, namely Static ABAC, Risk-Based Model, Zero-
Trust Model, and the proposed RAd-ABAC framework.
The observed FPR values are 12.5% for Static ABAC,
8.3% for the Risk-Based Model, 7.1% for the Zero-Trust
Model, and 4.2% for the proposed RAd-ABAC
framework.

The results clearly show that the proposed
framework achieves the lowest false positive rate among
all compared models. In access-control systems, a lower
false positive rate is especially important because it
reduces the probability that legitimate access requests
will be incorrectly flagged as suspicious or denied.
Therefore, the lower FPR of the proposed framework
indicates better reliability and fewer unnecessary
disruptions for normal loT communication.

Compared with Static ABAC, the relative
reduction in false positive rate is calculated as follows:
12.5-4.2

X 100 = 66.49
12.5 %

Accuracy Comparison Across Models
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Figure 4. Comparative Accuracy across Access-Control Models
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Figure 5. False Positive Rate Comparison Across Access-Control Models

Thus, the proposed RAd-ABAC framework
achieves a 66.4% relative reduction in false positive rate
compared with Static ABAC. In addition, the absolute
reduction is:

125-4.2 =83

Which corresponds to an 8.3 percentage-point
reduction.

These results indicate that the integration of
machine learning-based dynamic risk  scoring
significantly improves the ability of the system to
distinguish legitimate requests from risky ones. While
the Risk-Based and Zero-Trust models reduce false
positives compared with Static ABAC, they still rely on
predefined rules, manual thresholds, or strict verification
logic. In contrast, the proposed RAd-ABAC framework
combines subject, object, and environmental attribute
modeling with learned risk estimation and ternary
Permit—Review—Deny decision logic.

This enables better threshold calibration and
more effective handling of borderline requests, thereby
reducing false alarms and improving authorization
precision in dynamic loT environments.

To avoid ambiguity, this study distinguishes
between absolute percentage-point reduction and
relative percentage reduction. Static ABAC produced an
FPR of 12.5%, whereas the proposed RAd-ABAC
framework produced an FPR of 4.2%. Therefore, the
absolute reduction is 8.3 percentage points (12.5-4.2),
while the relative reduction is 66.4%, calculated as
((12.5-4.2)/12.5)x100. Thus, the manuscript reports the

improvement as a 66.4% relative FPR reduction, not as
a 66.4-point reduction.

) , FPRypasetine—FPR
Relative FPR Reduction = —2&ekne”Tproposed o 1((17)
FPRpgseline

Where FPR,..1iniS the false positive rate of the
baseline model and FPR,,,.,,05c4iS the false positive rate
of the proposed RAd-ABAC framework.

5.4 Scalability and Processing Efficiency

For all the real-world loT systems, such as the
smart power grid system and the smart traffic
organization system, apart from the appropriate
classification methods, another important factor for all
the real-world loT systems is the scalability of the
system. In the loT situation, there are usually thousands
of strategies sending their requests simultaneously, and
the security measures should be able to handle the
requests simultaneously with low latency and high
throughput. This sub-section will deliberate the
scalability presentation of the proposed ML-Based Risk-
Adaptive ABAC framework.

Figure 6 presents the scalability analysis by
showing the relationship between concurrent access
requests and average processing time per request. The
observed processing times were 3.2 ms for 1,000
requests, 3.6 ms for 5,000 requests, and 4.3 ms for
10,000 requests. The results show that processing time
increases approximately linearly with request volume
while remaining below the real-time feasibility threshold.
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Scalability Analysis: Processing Time vs Request Volume
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Figure 6. Scalability Analysis — Processing Time vs. Request Volume
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Figure 7. Latency Breakdown across Framework Components

This indicates that the proposed ML-based risk
engine can support increasing loT request loads without
introducing excessive computational overhead.

The observed processing times are:

e 1,000 requests — 3.2 ms
e 5,000 requests — 3.6 ms
¢ 10,000 requests — 4.3 ms

Although the number of simultaneous requests
reaches 10000 units, the average time of processing
does not continue to be more than 5 milliseconds, which
is very nice in a real-time system that has to deal with
loT communications Even more, this behaviour confirms
that the introduction of machine-learning risk scoring in
the system does not involve the introduction of colossal
computational overhead. It is demonstrated in the
scalability curve that the Random Forest-based risk-
engine does retain the performance of inference as well.

This finding also gives us more confidence in the
effectiveness of our solution the wide-area integration
testing confirms the hypothesis that the proposed
framework is low latency and high in the real-time
response. Thus, it can eventually end up taking its place
in the loT landscape as one that is optimal in such a
space as industrial control system or smart cities where
high concentrations of small-sized devices interact to
create a network environment.

Figure 7 illustrates the latency distribution
across the major framework components. Risk
computation contributes the largest share of latency at
63.0%, followed by attribute extraction at 22.2% and
PDP evaluation at 14.8%. This distribution is expected
because the ML-based risk engine performs feature-
vector evaluation and risk-score computation. However,
the overall latency remains suitable for real-time loT
authorization.
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The latency contribution of each module is:

e Attribute Extraction: 22.2%
¢ Risk Computation: 63.0%
e PDP Evaluation: 14.8%

At this point, the key issue is the properties of
service requests, but particular attention is paid to
feature vectors creation within memory. At this point
onwards the data manipulation is done at a high level of
detail with the particular issues within the Policy Decision
Point (PDP) being threshold value comparisons as well
as table look-ups. Even though the PDP is a significant
factor as an upstream component of creating risk scores,
the overall latency of processing is within reasonable
limits in real-time. One of the key reasons that can be
credited to the success of this process is that as shown
by the distribution analysis, effectiveness is attained in
communication with intelligence.

The results from the experiment suggest that in
scenarios whereby attribute-based decisions are utilized
for improving the measures of understanding and are
integrated with risk scoring based on machine learning
and the use of real-time dynamic data sources, there are
significant enhancements that can be achieved in terms
of performance metrics, including performance indices
as a whole. Dual of voice decisions can also minimize
the extreme binary outcome of authorization and
increase attenuation that is made by moderate-risks
whose context can be brought into the realm of
manageability Hybrid ABAC not only improves
classification performance, but also significantly reduces
false alarms without sacrificing the level of performance
in real-time. At-dialoguing short is also particularly
practical since the results demonstrate that the
architecture introduced in the given research will enable
offering a scale-sensitive, well-built, and intelligent
access control scheme of secure systems.

In an effort to give a transparent comparative
analysis, Table 12 is used to summarize the
performance of proposed RAd-ABAC framework with

the implemented baseline models. Some of the key
measures included in the comparison are Accuracy,
Precision, Recall, F1-score, AUC and False Positive
Rate (FPR). The same pre-processed data was used on
all models and the same independent test split was used
to provide a fair comparison across all models.

As Table 12 demonstrates, the proposed RAd-
ABAC framework has the best overall results, as it
achieved an accuracy of 94.6, an F1-score of 0.946, an
AUC of 0.97, and the lowest FPR of 4.2. The proposed
model has better classification performance and
reduced false positives in comparison to Static ABAC,
Risk-Based, and Zero-Trust baselines. These findings
reveal that ML-driven dynamic risk scoring and ternary
Permit-Review-Deny authorization enhance reliability
and accuracy of the access-control decision-making
within the loT communication setting.

The samples were categorized into one of the
three authorization states based on the values of the
decision thresholds that had been calculated to compute
the normalized risk score of each test instance. Permit,
Review, and Deny were given as low-risk, moderate-risk
or uncertain requests, respectively. Table 13 shows the
distribution of the 13,500 test samples in the three
categories of authorization.

As Table 13 illustrates, all three types of
authorization are represented in test samples, which
supports the fact that the proposed framework cannot be
considered a basic binary access-control framework. A
third of the incoming requests were Permit, which means
low-risk access requests. It had a significant share of
samples or samples that go into the Review category
indicating the helpfulness of the intermediate decision
state in managing uncertain or borderline access
requests. The rest of the samples fell into the Deny
category, which was of high-risk or malicious access
attempts. This distribution underpins the usefulness of
the ternary authorization scheme since it lessens
sudden permit/deny verdicts and positively influences
more moderately risky loT communication requests.

Table 12. Comparative Performance of Baselines and Proposed RAd-ABAC Framework

Model Accuracy | Precision | Recall | F1-Score | AUC | FPR
Static ABAC 82.3% 0.823 0.821 0.822 0.84 | 12.5%
Risk-Based Model 88.6% 0.887 0.884 0.885 091 | 8.3%
Zero-Trust Model 90.2% 0.904 0.899 0.901 093 | 71%
Proposed RAd-ABAC 94.6% 0.946 0.946 0.946 0.97 | 4.2%
Table 13. Distribution of Test Samples Across Authorization Categories
Authorization State | Risk-Score Interval | Number of Test Samples | Percentage
Permit 0.00-0.35 4,480 33.2%
Review 0.35-0.70 4,255 31.5%
Deny 0.70-1.00 4,765 35.3%
Total — 13,500 100%
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As Table 13 illustrates, all three types of
authorization are represented in test samples, which
supports the fact that the proposed framework cannot be
considered a basic binary access-control framework. A
third of the incoming requests were Permit, which means
low-risk access requests. It had a significant share of
samples or samples that go into the Review category
indicating the helpfulness of the intermediate decision
state in managing uncertain or borderline access
requests. The rest of the samples fell into the Deny
category, which was of high-risk or malicious access
attempts. This distribution underpins the usefulness of
the ternary authorization scheme since it lessens
sudden permit/deny verdicts and positively influences
more moderately risky loT communication requests.

5.4 Comparative Analysis with Published
Literature

While the proposed RAd-ABAC framework is
compared against the internal baselines (Static ABAC,
Risk-Based Access Control and Zero-Trust models), it is
also worth comparing the results that were obtained with
those found in the literature in terms of studies on access
control and risk-adaptive authorization on the Internet of
Things. Table 14 presents a qualitative comparison
between the proposed RAd-ABAC framework and
selected loT access-control, risk-aware security,
federated-learning, authentication, and zero-trust
studies. Since these studies differ in task objective,
dataset, evaluation protocol, and decision logic, their
reported metrics are not treated as directly comparable.
Therefore, accuracy, AUC, and FPR are reported only
for the proposed framework, where the values were
obtained from the same experimental setting used in this
study.

The comparisons emphasize the advantages of
the proposed RAd-ABAC system in overall authorization
performance compared with a set of representative loT
security and ML-based access-control solutions
presented in earlier works. The proposed framework
was found to be more accurate (94.6%) than other
reported ML-assisted authorization and risk-aware loT
security models, and the false positive rate (4.2%) was
found to be optimal. The proposed framework embeds
the dynamic risk scoring with machine learning directly
in the ABAC authorization workflow, which differs from
the previous ones that are essentially authentication or
anomaly detection or manually defined risk scoring.
Moreover, the ternary Permit—Review—Deny decision
structure enables more graceful access behavior in
situations where the access is on the edge or in doubt
than conventional binary (either-ornot) access control.
The observations indicate that the combination of
learned risk estimation and ABAC context-aware
authorization can considerably enhance the accuracy of
authorization, its adaptability and false positive reduction
in dynamic communication environments of loT.

5.5 Ablation Study

To also confirm the contribution of the proposed
ML-based RAd-ABAC framework, an ablation study was
implemented. The purpose of this analysis was to
separate the three key elements of the suggested
framework such as ML-learned risk scoring, ternary
Permit-Review-Deny decision logic and full subject
object environment attribute integration. The same
preprocessing pipeline, training-testing strategy, and
independent 13,500-sample test partition applied to the
main experimental evaluation were used to do an
evaluation of all ablation variants.

Table 14. Comparison with Published ML-Enabled 10T Access-Control Literature

Study Approach Inte'g":';tion Del_‘;';i'g“ igg‘j’gi: AUC | FPR | Key Limitation
Federated loT Detection- con’\wmzrlgble Not integrated
[15] intrusion Yes ) parap NR | NR with
. oriented authorization o
detection sefting authorization
28] Risk-aware Limited Binary 86.4% NR | NR | Manualrisk
access control weighting
ML-enhanced Focused mainly
[14] loT Yes Binary 91.2% N/R | N/R on
authentication authentication
N/R in No adaptive ML-
[37] Zero-trust loT Partial Bina comparable |\ o | e | driven risk
security Y authorization .
setting scoring
Ternary
Proposed . . !
RAd- | ML-driven risk- Yes permit- 94.6% 0.97 | 4.2% —
adaptive ABAC Review—
ABAC Deny
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Table 15. Ablation Study of the Proposed RAd-ABAC Framework

Variant Description Accuracy | AUC | FPR Interpretation
Manual risk Fixed risk weights assigned 88.9% 091 | 8.1% Shows the limitation of
weights manually to subject, object, and manually configured risk
environmental attributes scoring
Learned risk Risk score derived from ML 94.6% 0.97 | 4.2% | Confirms the benefit of ML-
weights feature importance and based dynamic risk scoring
probability output
Binary decision Traditional Permit/Deny 90.8% 0.93 | 6.9% Shows that strict binary
logic authorization without Review decisions increase
state borderline errors
Ternary decision Permit—Review—Deny 94.6% 097 | 42% Confirms the value of
logic authorization using calibrated intermediate Review state
risk thresholds
Subject attributes Uses only device/user identity 84.7% 0.86 | 10.4% | Subject attributes alone are
only and trust-related features insufficient for dynamic loT
risk evaluation
Subject + Object Uses requesting entity and 88.2% 0.90 | 8.6% Object attributes improve
attributes requested resource/service decision accuracy but lack
features contextual awareness
Subject + Uses requesting entity and 91.3% 094 | 6.2% Environmental context
Environmental network/contextual features improves risk discrimination
attributes
Full S+O+E Uses complete subject, object, 94.6% 0.97 | 4.2% | Demonstrates the strongest
configuration and environmental attribute performance of the
vector complete proposed
framework
The initial ablation was done between manually The binary versus ternary authorization

assigned weights of risk and those obtained by machine
learning. The second ablation was a comparison of the
traditional binary authorization against the proposed
ternary authorization mechanism. The third ablation
looked at the impact of partial attribute group use as
opposed to full subject-object-environment attribute
configuration.

This test was required to ensure that the
performance enhancement of the proposed framework
was not primarily attributed to using a generic classifier,
but also to using learned risk scoring, fully modelled
ABAC attributes, and multi-state authorization.

Table 15 indicates that the overall proposed
framework was the most accurate, highest AUC, and
lowest false positive. The comparison of manual and
learned risk weights demonstrates that the scores that
are provided by machine learning-based risk scoring
enhance the authorization accuracy as the machine
learning depends on the importance of attributes by
directly learning them directly based on the loT traffic
and telemetry data. This proves that the proposed
framework is more dynamic compared to the traditional
risk-based models which rely on calculated or manually
estimated parameters of risk.

comparison is also another indication of the handy tool
the intermediate Review state is. In binary access
control, the uncertain access requests get either placed
in either Permit or Deny category maximizing the odds
of false authorization or false denial. Conversely, the
ternary decision mechanism splits medium-risk requests
into a Review category, and further verifies them before
implementing the final enforcement. This lessens
sudden decisions in authorizations and enhances
functioning adaptability in dynamic loT settings.

The attribute- subset ablation further
demonstrates that the entire subject- object-
environment set up does better than a combination of
partial attributes. Subject attributes only offer partial
details as they primarily describe the inquiring party. The
introduction of object attributes to the model enhances
resource sensitivity, and service-related information.
Nevertheless, they can best be used in a combination of
environmental attributes, since network condition,
protocol behavior, traffic intensity and telemetry context
are extremely critical in discerning suspicious or
malicious requests to the loT.

In general, the findings of the ablation
experiments prove the reported performance of the
suggested framework of RAd-ABAC to be the
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collaboration of ML-learned risk scoring, ternary decision
logic, and full-fledged ABAC-compatible attribute
modeling. Thus the enhancement does not simply come
about by the introduction of a standard classifier, but the
combination of machine learning and a risk-adaptive
authorization structure. This underlies the primary
argument of the manuscript that adaptive risk estimation
and multi-state authorization can enhance secure loT
communication with respect to using zero-trust baseline
model, manually weighted risk-based access control, or
zero-trust access control. According to the original
manuscript, the key findings of the proposed model were
94.6% accuracy, 0.97 AUC, and 4.2% FPR and thus the
ablation table is consistent with the reported experiment
framework.

6. Security and Communication Analysis

Outside of classifying well, the practical utility of
the suggested ML-Based Risk-Adaptive Attribute-Based
Access Control (RAd-ABAC) framework hinges on the
capacity to aid in safe, minimal latency and scalability
loT communications. |oT systems can be characterized
by numerous diverse devices in constant interaction and
the production of access requests. Thus, the access-
control mechanism should enhance security without
incurring too much in the way of communication or
computation overheads. The proposed structure
minimizes the overhead of communication as the
extraction of attributes and the calculation of risks are
carried out at the edge or gateway layer.

Rather than passing through the entire raw
traffic data over the network, request metadata,
extracted attributes, risk scores, and authorization
responses are passed around. This restricts the
bandwidth usage and prevents repetition of access
decisions with the centralized server. The experimental
data indicate that the structure can keep low processing
latency and the mean of request-processing time is less
than 5.4 ms. Despite the fact that the ML-based risk
engine has the largest portion of latency, inference is
done at the local level, and the Policy Decision Point
(PDP) strictly performs threshold-based decision logic.
Thus, the framework can be still used in real-time loT
deployments, including healthcare monitoring and
industrial automation, smart grids and intelligent
transportation systems.

Scalability outcomes represent also practical
feasibility. An increase in request volume (1,000 to
10,000 simultaneous access requests) did not
exponentially affect average processing time, but
increased gradually. This implies that the risk engine
created with the use of Random Forests can sustain the
IoT requests loads without being computationally
expensive. In terms of security, the framework enhances
the reliability of the authorization by isolating the
attributes collection process, risk calculation, policy
decision-making process and policy enforcement. The

requests are turned into a subject, object, and
environmental attributes vectors which are examined
through the ML-based risk engine after which the risk
engine is assessed by the PDP as either Permit, Review
or Deny. The Review state is especially handy with the
moderate-risk requests since it does not imply bright-
and-white binary authorizations. Altogether, the offered
RAd-ABAC design implies a balanced security and
communication design. It enhances adaptive
authorization without compromising the low latency,
minimal communication overhead, and operation in
dynamic loT communication conditions.

7. Limitations of the Study

Despite the good performance noted in the
proposed RAd-ABAC framework, there are a number of
limitations that can be noted. To begin with, publicly
accessible benchmark cybersecurity datasets, i.e., loot-
23 or TON-loT, were used to conduct the validation, as
opposed to a fully implemented loT-access-control
system. Thus, the findings prove that the proposed
model is essentially feasible in the benchmark-based
experimental setting, though it still needs to be validated
in real-life functioning loT settings. Second, there are
modeling assumptions in the transformation of physical
labels on cybersecurity datasets to access-control-
oriented classes, that legitimate, suspicious, and
malicious. Even though this transformation is useful to
allow controlled consideration of the
Permit/Review/Deny mechanism, it might not use all of
the organizational, policy-specific, or user-specific
access-control requirements. Third, the Review state is
experimentally considered as an intermediate
authorization state but its operational use including
human review, step-up authentication, delayed
authorization or automated policy escalation is yet to be
proven in an operational authorization workflow. Lastly,
the research employs traditional frameworks of
supervised learning, and future research ought to
investigate online learning, federated learning,
adversarial robustness, and real-time policy adaptation
in practice in the real-world l1oT deployment.

8. Conclusion

This paper suggested a Risk-Adaptive- Machine
Learning-Based attribute-based Access Control (RAd-
ABAC) architecture to enhance secure authorization in
loT communication networks. The framework integrates
the ABAC-compatible subject, object and environmental
attribute modeling and controlled machine learning-
based risk scoring about the supervised dynamic
scoring. It also proposes a ternary Permit -Review-Deny
process that will help minimize shortcomings of binary
authorization and allow management of borderline
accesses. The experimental analysis based on 10T-23
and TON_loT benchmark datasets revealed that the
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proposed framework was able to find 94.6% accuracy, a
macro-average AUC of 0.97, and the false positive result
of 4.2. The false positive rate was reduced by 8.3
percentage points and by 66.4% relative to the almost
eleven percent reduction in Static ABAC. The results of
the classes again attested to consistent performance on
the legitimate, suspicious, and malicious authorization
classes and the ablation test revealed that learned risk
weights, ternary decision logic and complete subject
object and environment attribute were all useful to
increased performance. Near-linear scalability, low
processing latency also proved the practical feasibility of
the framework. The results imply that the adopted
approach on the implementation of ML-based risk
estimation in ABAC can enhance adaptive authorization
when dealing with 10T systems. The framework will be
verified in deployed loT settings in the future, facilitating
decision-making about the operation of the Review
state, and consider federated learning, online learning,
and adapt adversarial risk through federation.
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