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Abstract: The high rate of growth of advanced and highly obfuscated malware has made the use of conventional 

signature detection mechanisms less viable. In order to overcome this problem, this paper suggests a hybrid 

framework for malware classification based on the combination of Convolutional Neural Networks (CNNs) and Long 

Short-Term Memory (LSTM) networks to learn spatial and temporal features simultaneously. The given model 

converts malware feature vectors into structured grayscale representations from which CNN layers extract spatial 

features, and sequential opcode-related patterns are learned by an LSTM branch. Aspects of both domains are 

combined into a single embedding and used to classify nine malware families. Tests that have been carried out with 

a benchmark dataset show that the hybrid CNN-LSTM model attains a classification accuracy of 97.27% which is 

very high compared to baseline LSTM-only and CNN-only frameworks. The model demonstrates strong 

generalization, with weighted precision, recall, and F1-score values above 97% and highly discriminative ROC-AUC 

scores (reaching 1.000 for major classes). An in-depth analysis, such as confusion matrix analysis, precision-recall 

curves, and a comparison with the state-of-the-art methodologies demonstrate that the proposed architecture 

achieves performance comparable to that of leading malware detection models reported in recent literature. These 

findings validate the power of hybrid feature fusion to capture both static and dynamic behavioral traits of malware 

to provide a powerful, scalable, and highly accurate solution for next-generation cybersecurity systems. 

Keywords: Malware Classification, CNN–LSTM Hybrid Model, Microsoft Malware Classification Challenge (BIG 

2015), Deep Learning (DL), Cybersecurity, Opcode Sequences, Grayscale Image Features. 

 

1. Introduction 

The cybersecurity landscape has become 

broader and more complex as the number and scale of 

digital services, cloud, enterprise information systems 

and Internet of Things (IoT) infrastructure have grown. 

Malware is one of the most persistent threats as it can 

be used to steal private information, disrupt critical 

services, decrease system availability, and open up 

access to critical assets. Contemporary malware 

includes ransomware, spyware, banking Trojans, 

botnets, and rootkits, with many variants that are 

packed, encrypted, polymorphic, metamorphic, or 

otherwise obfuscated. Hence, malware classification 

goes beyond identifying the family of an unknown 

malicious sample; it should also help analysts infer the 

sample's likely behavior and determine an appropriate 

response. Family-level classification also helps with 

incident triage, threat intelligence, containment planning 

and forensics if it occurs in a timely fashion. This is 

especially important in industrial, financial, healthcare, 

governmental and cloud environments, where the 

outcome of the successful compromise could have 

operational and economic impacts. Traditional anti-virus 

solutions are heavily based on the utilization of 

signatures, heuristic rules and manually written 

behavioral indicators. While these mechanisms are still 

effective against known threats, they lose their 
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effectiveness when malware writers change code 

organization or generate new variants that haven't been 

seen before. Signature databases must therefore be 

continuously updated, while creating new rules requires 

considerable time and expert effort. In the face of the 

diversity of malware, the use of Artificial Intelligence (AI) 

and Deep Learning (DL) which can learn discriminative 

representations directly from the executable file, 

malware images, opcode sequences, numerical 

attributes, or behavior traces has been promoted. 

Among these, hybrid CNN-LSTM model is more 

significant as CNN (Convolutional Neural Network) can 

be applied to learn the local structural pattern and LSTM 

(Long Short-Term Memory) can be applied to learn the 

relationship in an ordered sequence. Previous research 

has demonstrated that these mechanisms can be used 

together to provide more effective malware detection 

than either mechanism alone [1]. However, the proper 

representation and combined use of complementary 

malware information to build reliable hybrid classifiers 

still remains to be accomplished. 

In the era of sensors and Internet of Things (IoT) 

that are connected and constrained by resources, this 

need is more urgent. IoT ecosystems are constantly 

uploading and downloading data over varying networks, 

which adds to the many points of entry for malware and 

makes manual monitoring impossible. Deep neural 

models are able to automatically learn informative 

patterns from IoT malwares and have shown enhanced 

detection capability [2]. But models created for a specific 

IoT context may not work for other executable platforms 

or malware variants, and the time required to run them 

may be excessive and a burden on these resource-

constrained devices. Hybrid solutions are also examined 

in Software Defined Networks, which refers to the 

combination of DL models to improve the benign and 

malicious traffic discrimination [3]. However, traffic-

based techniques don't always take advantage of the 

structural characteristics found in executable malware. 

However, there has also been work on explainable DL, 

which helps to make its decisions more transparent 

when applied to IoT malware [4] but, interpretability does 

not address the need for a unified representation that 

captures both the local structure and the contextual 

dependency. 

There are a few groundbreaking works that 

show the usefulness of representation learning for 

malware analysis. DeepAM was used to combine 

multiple tasks from various domains of DL to learn 

complementary attributes of malware samples and 

improve the discrimination between similarly behaving 

malware families [5]. It was aimed at general 

(heterogeneous) feature learning, not at the specific 

association of image like spatial patterns and ordered 

numerical relations. Deep networks might be used to 

learn useful representations from the malware binaries 

and reduce reliance on manually written rules as was 

done in DL4MD [6], but it did not explicitly coordinate 

multiple learning branches for complementary feature 

domains. Deep4MalDroid modeled information about 

the behavior of the Android applications, and it managed 

to effectively detect complex relationships [7]. However, 

because of its platform specific and behavior oriented 

design, it cannot be applied to executable, 

heterogeneous malware directly and the dynamic 

analysis approach has additional execution and 

monitoring overhead. Another way towards 

improvement and generalization of malware models is 

multi-task learning. MtNet jointly optimized related 

malware-classification objectives, and further increased 

the information sharing between tasks [8]. It primarily 

concentrated on dynamic analysis of malware, but didn't 

explicitly combine image-based spatial learning with 

sequential feature modelling. Existing research 

demonstrates the potential of DL but also reveals three 

ongoing challenges. First, many methods rely on a 

single representation and therefore capture only part of 

the structural, statistical, or behavioral information 

associated with a malware family. Second, some hybrid 

systems report higher accuracy but do not explicitly 

examine how heterogeneous features are fused. Third, 

application-specific solutions that are developed for IoT 

traffic, Software-Defined Networks or Android apps can 

be challenging to map to general classification of 

malware families. A single source of features that learns 

complementary spatial and sequential information in a 

unified, and computationally manageable architecture is 

still required. This study aims at filling that gap by 

proposing a hybrid CNN – LSTM based automated 

malware-family classification model. Each malware 

sample is represented by a fixed-length 68-dimensional 

feature vector. After duplicate removal, label encoding, 

standardization, and a stratified train-test split, the 

resulting feature vector is transformed into two 

coordinated inputs. For CNN, the vector is also padded 

and reshaped to a 10 x 10 single channel pseudo-image, 

and the CNN can be used to learn the local relationship 

between feature values of neighbouring areas. In the 

LSTM branch, the ordered vector is flattened into a one 

dimensional sequence, so the model is able to learn 

contextual relationship between the position of features. 

The spatial embedding generated by the CNN and the 

sequential embedding generated by the LSTM are 

concatenated in a feature-fusion layer. The joint 

representation is further refined through fully connected 

layers and a Softmax classifier is applied to classify the 

sample as a member of one of the nine malware families. 

Thus, the workflow maintains a common source of 

information from which the two learning mechanisms 

extract complementary representations. 

The proposed design is based on the 

complementary strengths of the two branches. The CNN 

captures local interactions between structures in the 

pseudo-image representation, and the LSTM captures 

longer range interactions among features in the ordered 

feature sequence. Neither representation is a literal 
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malware image or time series; rather, both are structured 

transformations of the same feature vector. Combining 

these representations is intended to improve 

discrimination among malware families with similar 

characteristics, particularly when their feature patterns 

overlap across the CNN and LSTM representations. The 

framework is evaluated on the processed Microsoft 

Malware Classification Challenge (BIG 2015) dataset, 

which is also used for the baselines of random forest, 

standalone CNN and standalone LSTM, without 

changing the data partition, and with the same data pre-

processing procedure. Evaluation is carried out by 

means of accuracy, precision, recall, F1 score and 

confusion matrix analysis/multi-class ROC measures. 

The key findings of this research are: 

• The complementary spatial and sequential 

representations of malware are generated using 

the proposed dual-branch CNN–LSTM model in 

an end-to-end classification model.  

• We propose a dual-input transformation without 

the need of two separate image and ordered 

sequence data sources, which is treated as 

pseudo-image input and ordered sequence 

input with the same 68-dimensional feature 

vector.  

• A feature-fusion mechanism is used to fuse the 

learned embeddings before the final malware-

family classification to better discriminate similar 

feature patterns of classes.  

• The framework is evaluated on nine malware 

families using BIG 2015 benchmark on multiple 

classification measures against conventional 

machine learning and single branch deep 

learning baselines.  

The rest of this paper is structured in the 

following manner. In Section 2, the related works on 

deep learning based malware classification are 

presented. Section 3 describes the dataset, the pre-

processing procedure, the construction of the dual-input 

and the hybrid network, as well as the feature-fusion 

mechanism and the training objective. The experimental 

set up is presented in section 4 and the comparative 

results are discussed. The study concludes in Section 5 

with suggestions for further research. 

 

2. Literature Survey 

Recent malware-detection research has 

increasingly shifted toward deep-learning models with 

the ability to automatically recognize the hidden patterns 

in raw data as compared to the previous method of 

signature and heuristic detection. Hybrid networks 

combining Convolutional Neural Networks (CNN) and 

Long Short-Term Memory (LSTM) networks have turned 

out to be potent in the ability to both capture spatial and 

sequential properties of malware. These models have 

been successfully applied to analyze grayscale image 

representations of binary files as well as opcode or API 

call sequences to improve the accuracy of classification. 

Earlier deep-learning models primarily focused on either 

static or dynamic analysis, which limited their ability to 

generalise to novel or obfuscated malware types. More 

recent studies have proposed hybrid and explainable 

models, which enhanced the detection strength, 

scalability, and interpretability. In spite of these 

developments, challenges remain in optimizing feature 

fusion, reducing computational complexity, and 

improving generalization across diverse malware 

families. To fill these gaps, the current paper has 

suggested a superior CNN-LSTM hybrid model that 

incorporates both spatial and sequential feature spaces 

to effectively and efficiently classify malware. 

Most recent developments in deep learning 

have demonstrated significant improvements in the 

detection of malware, where discriminative features from 

different heterogeneous malware representations are 

automatically extracted. To improve the accuracy of 

malware detection, Kim et al. [9] suggested a multimodal 

deep learning framework that combines various static 

feature sources such as application permissions, API 

calls, and information obtained from Android manifest. 

The framework was able to improve the performance of 

classification by utilizing heterogeneous feature 

modalities. The proposed method was mainly designed 

for android apps and manually extracted feature 

modalities made it difficult to be applied for generalized 

malware classification for various executable platforms. 

Dynamic malware analysis has been a significant focus 

of interest too, as behavioural data can be extremely 

useful in the discovery of malicious behaviour that may 

be undetected by static analysis. Kolosnjaji et al. [10] 

proposed a Deep Learning framework by integrating 

Convolutional neural network and recurrent neural 

network, which is used to classify Malware based on 

system call sequences. Their approach was able to 

effectively capture the temporal behavior patterns, and 

to show that they were able to detect previously 

unknown variants of malware by modelling sequential 

system events, as opposed to relying on a pre-defined 

signature. However, dynamic analysis necessitates 

malware execution within controlled settings, which adds 

extra execution latency and processing overhead, 

potentially hindering its application in large-scale 

cybersecurity systems. The success of convolutional 

neural networks (CNNs) in computer vision inspired their 

use for malware-image analysis. Kodamanchili et al. [11] 

proposed the architecture of AlexNet and showed that 

hierarchical spatial representation can be automatically 

learned using large-scale image datasets with 

significantly higher accuracy than the traditional 

approach, where the features are engineered. Although 

the study was initially designed for the natural image 

classification problem, its hierarchical feature learning 

power later inspired many approaches towards malware 
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image analysis, in which the executable binaries are 

converted into gray level images. CNN-based models, 

however, mainly represent local spatial patterns and lack 

the explicit modeling of long-range contextual 

dependencies between the behavior of the malware 

characteristics, which hinders the representation of 

complementary behavioral information. 

In recent years, hybrid deep learning 

architectures have been the subject of numerous studies 

that aim to leverage complementary representations of 

malware. Alshoulie and Mehmood [12] gave a thorough 

survey on deep learning techniques for malware 

detection, including CNN, RNN, LSTM, Transformer and 

hybrid architectures. It was found that hybrid deep 

learning models always outperform single-network 

models by integrating complementary characteristics of 

malwares. The authors also pointed out some 

unaddressed issues such as good feature fusion, 

resisting obfuscated malware, computational efficiency, 

and the generalization of models for different families of 

malware. The study, however, does not introduce or test 

a common malware classification model, but rather 

serves as a survey of existing approaches. These 

limitations push toward the proposed hybrid CNN-LSTM 

architecture that tackles complementary feature learning 

of both spatial and sequential features in an end-to-end 

manner. In [13] Li et al. have introduced a machine 

learning system for detecting Android malware using 

permission analysis and feature selection to extract most 

informative application permissions for malicious 

applications. They made the approach more efficient in 

terms of detection and less complex, with a 

dimensionality reduction. The framework, however, 

heavily depended on manually engineered static 

permissions and traditional machine learning methods 

without utilizing large-scale malware datasets to 

automatically learn complex hierarchical feature 

representations. Opcode based Malware Analysis has 

proven to be a very effective method to capture the 

instruction level attributes of malicious software. Sujon 

et al. in [14] presented OPTISTACK: an explainable 

ensemble learning framework integrated with XAI for 

malware detection. It proposes to combine classifiers 

using a stacking ensemble in order to improve detection 

accuracy, and also apply explainability techniques to 

make model predictions transparent and interpretable. 

While the framework showed enhanced classification 

performance and analyst trust, it is built on top of 

ensemble machine learning rather than end-to-end deep 

feature learning. Additionally, it does not simultaneously 

leverage complementary spatial and sequential malware 

representations. Motivated by these limitations, this 

study proposes a hybrid CNN–LSTM framework, which 

directly integrates convolutional and recurrent learning 

to automatically extract richer malware features while 

improving classification robustness across various kinds 

of malware families. The first use of image-based 

malware analysis was by Nataraj et al. [15] who 

converted the binary files of malware into grayscale 

images and found that various families of malware 

exhibit unique visual patterns of texture that are easily 

detectable through image processing techniques. This 

paper laid the foundation for many CNN-based 

malwares classification techniques by demonstrating 

that malware binaries contain discriminative structural 

information that is preserved in visual transformations. 

Though important, image-based analysis mainly relies 

on structures and ignores the complementary sequential 

and contextual information which can help discriminate 

further among malware families. Table 1 shows the 

summary of literature survey. 

The novelty and contribution of this work can be 

summarized as follows: Whereas conventional malware 

classifiers are typically based on either static image 

characteristics or sequential opcodes, the proposed 

model combines the two feature domains 

simultaneously. 

• CNN layers obtain spatial structural patterns of 

feature-derived grayscale embeddings. 

• LSTM layers learn ordered dependencies and 

opcode-related behavioral patterns. 

The dual-path design captures complementary 

malware features that may not be learned when CNN 

and LSTM models are used separately. Despite the 

current developments of applying deep learning in 

malware detection, the majority of research is confined 

to either the static or dynamic feature space, which is not 

a comprehensive framework that will adequately 

represent the complex spatial and sequential nature of 

malware. The CNN-based image classifiers and LSTM-

based opcode analyzers models have shown good 

results on single instances and fail to generalize well 

across different malware families and obfuscated 

versions. Further, most of the hybrid structures used in 

the literature are those that use a basic concatenation of 

features without optimization of the fusion process thus 

losing the inter-domain contextual information. In order 

to address such constraints, the current article suggests 

an improved CNN-LSTM hybrid architecture that 

incorporates both the image-based and opcode-based 

features that are conducted in a sequence and 

combined into a single learning model. The objective of 

this approach is to promote the classification precision, 

the resistance to the changing malware trends, and the 

scalability of the approach to the real-world 

cybersecurity implementations [16]. 

 

3. Proposed Method 

The suggested approach presents a hybrid 

deep learning system where Convolutional Neural 

Networks (CNNs) and Long Short-term Memory (LSTM) 

networks are combined in order to enhance automated 

classification of malware.  



Vol 8 Iss 5 Year 2026    Chevella Anil Kumar et al., /2026 

Int. Res. J. Multidiscip. Technovation, 8(5) (2026) 192-208 | 196 

Table 1. Summary of the Literature Survey 

Author/Year Data Type Method 
Application 

Focus 
Key Findings 

Thakur et al. 

(2024) [1] 

Malware images, 

executable 

features, and 

network-traffic 

information 

CNN–LSTM with 

PCA-based feature 

reduction and voting 

classification 

Hybrid malware-

family 

classification 

Combined spatial and 

sequential learning to improve 

accuracy, precision, recall, 

and F1-score. However, the 

multistage PCA and voting 

pipeline increased 

computational complexity. 

Abdullah et 

al. (2025) [2] 

Microsoft Malware 

Dataset and IoT 

Malware Dataset 

Lightweight 1D/2D 

CNN and GRU 

models with visual 

interpretation 

Resource-

efficient IoT 

malware analysis 

The 1D models provided 

better accuracy, parameter 

efficiency, and training time 

than the 2D models. However, 

the two representations were 

evaluated independently 

rather than jointly fused. 

Ye et al. 

(2018) [5] 

Windows PE files 

represented using 

API-call features 

DeepAM using 

Autoencoder, 

Restricted Boltzmann 

Machines, and 

associative memory 

Heterogeneous 

malware-feature 

learning 

Outperformed shallow and 

homogeneous deep-learning 

models. However, it focused 

on API-call-based binary 

detection without spatial–

sequential feature fusion. 

Nataraj et al. 

(2011) [15] 

Malware binaries 

converted into 

grayscale images; 

9,458 samples 

from 25 families 

GIST-based texture 

feature extraction and 

image classification 

Image-based 

malware-family 

classification 

Achieved approximately 98% 

accuracy and demonstrated 

that malware families exhibit 

distinctive visual patterns. 

However, sequential 

dependencies were not 

considered. 

Pascanu et 

al. (2015) [16] 

Executed 

instruction-event 

sequences from 

Windows malware 

Echo State Network, 

RNN, max-pooling, 

and logistic 

regression 

Sequence-based 

malware 

detection 

Improved the true-positive rate 

by 98.3% over the trigram 

model at a 0.1% false-positive 

rate. However, the approach 

required execution-derived 

sequential data. 

Proposed 

Work 

Processed BIG 

2015 dataset 

containing 2,158 

samples, 68 

numerical features, 

and nine malware 

families 

Dual-input CNN–

LSTM with pseudo-

image transformation, 

ordered feature 

modeling, and 

feature-level fusion 

Multiclass 

malware-family 

classification 

Achieved 97.27% accuracy 

and a 97.24% weighted F1-

score by learning 

complementary spatial and 

sequential representations. 

Minority-class imbalance and 

external-dataset validation 

remain limitations. 

 

The proposed system is able to obtain spatial 

and temporal discriminative features in parallel and 

hence provide a richer description of malware behavior 

patterns as opposed to the traditional methods that rely 

only on either the static or sequential information. The 

procedure starts with a preprocessing of the numerical 

malware feature vectors by normalization and label 

encoding and then a two-input transformation. Every 

normalized feature vector is reshaped into (i) a 10x10 

pseudo-image in which spatial learning will be 

conducted and (ii) a 68x1 sequence for learning 

dependencies among the ordered features. The CNN 

branch in the first learning pathway takes the 2D pseudo-

image and the stacked convolution and max-pooling 

layers are used to detect the local structural relationship 

among features. The resulting spatial embedding of this 

branch is a compact 128 dimensional embedding.  
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Figure 1. Shows the workflow of proposed model.

Simultaneously, the LSTM branch takes the 

form of the sequential representation of the same feature 

vector. A conv1D-maxpooling1D pipeline is used to get 

to the LSTM layer which allows the network to capture 

both short and long-range dependencies in the feature 

sequence. The two embeddings are then concatenated 

and create a single representation of spatial-temporal 

features. A dropout-regularized fully connected layer 

further refines the combined embedding, and a softmax 

classifier assigns each sample to one of nine malware 

families [17]. The model is trained end-to-end using the 

Adam optimizer and sparse categorical cross-entropy 

loss, while convergence is monitored using validation 

accuracy and loss. By jointly learning structural patterns 

and ordered feature dependencies, the model combines 

complementary spatial and sequential information and 

achieves better classification performance than the 

standalone CNN or LSTM models. The hybrid 

architecture has the added benefit of generalization, 

robustness on imbalanced classes, and high accuracy 

suitable for real-world cybersecurity applications. The 

work flow of the proposed model is represented in the 

Figure1.  
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The extracted malware representation is not a 

traditional temporal sequence, but rather a fixed-length 

numerical feature vector, but the ordering of the features 

in the 68 features is done following a fixed feature 

extraction pipeline. Other descriptors like PE header 

attributes, section statistics, entropy measures, imported 

API info and structural metadata are gathered in 

contiguous blocks according to the semantic content. As 

a result, there are contextual relationships between 

neighbouring features that can be utilized by sequential 

learning models. The LSTM branch is thus used to learn 

long-range dependencies and interactions between 

these ordered feature groups instead of temporal 

dynamics. At the same time, the CNN branch is required 

to learn the local spatial correlations among the 

neighboring features in the pseudo-image 

representation. Finally, the outputs of the two branches 

of CNN and LSTM are combined to generate a more 

discriminative and comprehensive malware 

representation, resulting in better classification accuracy 

[18]. 

 

3.1 Dataset Description 

The experiments use a benchmark malware 

dataset based on the Microsoft Malware Classification 

Challenge (BIG 2015), which is provided through its 

processed form, which is available on the Kaggle 

platform. This data is a set of numerical feature 

representations of malware binaries of nine well-known 

malware families, as well as their variants, such as 

Ramnit, Lollipop, Kelihos, Vundo, Simda, Tracur, 

Obfuscator, and Gatak. The malware instances are 

represented as a fixed-length numeric feature vector 

representing the statistical, structural, and opcode 

related features of the original file. The dataset also 

contains the thousands of labeled samples, which 

means that it can be used with supervised learning and 

deep neural network training. The one used in this work 

provides standardized 68-dimensional feature vectors 

and a class label of 1 to 9, which depicts a malware 

family. The sample is moderately imbalanced, with some 

families having significantly lower numbers of samples 

(e.g., Class 5), as this is a realistic threat distribution in 

the real-world as some families have a higher spread. 

Such diversity makes it possible to evaluate the strength 

and the generalization ability of the proposed hybrid 

deep learning model. The dataset contains 2,158 

samples from nine malware families, as shown in Table 

2. This study uses 68-dimensional numerical feature 

vectors obtained from a preprocessed version of the 

Microsoft Malware Classification Challenge (BIG 2015) 

dataset available on Kaggle. The authors do not extract 

these features but give them as a part of the benchmark 

dataset. The feature set is statistical, structural, and 

opcode-based features based on raw malware binaries 

and their disassembled counterparts. In order to achieve 

reproducibility the 68 features are clustered into 

coherent categories including byte-level statistics, 

entropy-based measures, structural metadata, and 

opcode frequency characteristics [19]. Samples of 

malware are encoded as a 68-dimensional feature 

vector of numerical attributes derived from the 

executable files. These properties are complementary to 

each other and they describe the structural properties, 

statistical properties and behavioural properties of 

malware binaries. Instead of being made of raw 

executable bytes, the proposed framework is based on 

engineered numerical descriptors summarizing 

information contained in Portable Executable (PE) 

header, section level statistics, entropy measures, 

features of imported API, byte-frequency distribution, 

statistics of printable strings, and other structural 

metadata. This feature representation has two purposes: 

to capture the informative and compact description of 

each malware sample as well as to avoid high 

computation complexity in training the deep learning 

model [20]. Because this study used only publicly 

available malware data, no human participants were 

recruited or involved, and no personally identifiable 

information was processed. 

Table 2. Dataset Distribution 

Class 
Malware Family 

ID 
Support (Samples) 

1 Class 1 301 

2 Class 2 496 

3 Class 3 589 

4 Class 4 95 

5 Class 5 8 

6 Class 6 144 

7 Class 7 79 

8 Class 8 245 

9 Class 9 201 

Total  2158 

 

3.2 Data Pre-processing 

Data preprocessing comprises steps that make 

the input data clean, consistent, and suitable for hybrid 

CNN-LSTM training. First duplicate samples are 

eliminated to avoid learning bias then features and 

labels are separated. Label encoding is a method to 

associate the labels to integer indices so that they can 

be compatible with softmax-based classification. All 

numerical features are standardized by z-score so that 

similar scores are expected across the dimensions of 

features and also to stabilize the gradient-based 

optimization in training models. Once the data is 

normalized, an 80/20 stratified split is applied to the data 

to split it into training and testing data, maintaining the 

initial distribution of malware families. All normalized 

feature vectors are then converted to two forms; a 10x10 

pseudo image to the CNN branch and a 68x1 sequential 

tensor to the LSTM branch. The pseudo image model 
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allows the local spatial dependencies to be extracted 

and the sequential form allows the model to discover 

temporal or ordered dependencies. These two tensors 

serve as inputs to the proposed hybrid learning 

architecture. In order to learn spatial features with the aid 

of CNN, every 68-dimensional feature vector is 

converted to a fixed-size 2D representation. As CNN 

needs to have a structured input, there is a need to 

expand every single vector to 100 values by adding zero 

values. Particularly, 32 zeros are added to the original 

68 dimension standardized feature vector. The result is 

a 100-dimensional vector which is reshaped to make a 

10 x 10 pseudo-image [21, 22]. 

 

Algorithm 1: Proposed Hybrid CNN–LSTM Malware 

Classification Framework 

Input: 

D = { (x_i, y_i) }_{i=1}^N  ▹ Raw malware feature 

vectors and labels 

Output: 

Trained hybrid model M, predicted labels ŷ for test set 

1: # DATA PREPROCESSING 

2: Remove duplicate rows from D 

3: Split D into features X and labels y 

4: Encode class labels y using LabelEncoder → y_enc 

∈ {0,...,8} 

5: Standardize X using StandardScaler → X_std 

6: Partition (X_std, y_enc) into: 

(X_train, y_train), (X_test, y_test) using stratified 

80/20 split 

7: # INPUT REPRESENTATIONS 

8: for each sample vector v in X_train and X_test do 

9:    # LSTM sequence representation 

10:   seq  ← reshape(v, (T = d, 1))      ▹ shape: (68, 

1) 

11:   # CNN pseudo-image representation 

12:   img_vec ← pad_or_truncate(v, length = 100) 

13:   img  ← reshape(img_vec, (10, 10, 1))  ▹ shape: 

(10, 10, 1) 

14:   store seq in X_seq, img in X_img 

15: end for 

16: # MODEL DEFINITION 

17: Define CNN branch: 

18:   img_input ← Input(shape=(10, 10, 1)) 

19:   c1 ← Conv2D(32, 3×3, ReLU, same)(img_input) 

20:   p1 ← MaxPooling2D(2×2)(c1) 

21:   c2 ← Conv2D(64, 3×3, ReLU, same)(p1) 

22:   p2 ← MaxPooling2D(2×2)(c2) 

23:   f_img ← Flatten(p2) 

24:   f_img ← Dense(128, ReLU)(f_img) 

25:   Define LSTM branch: 

26:   seq_input ← Input(shape=(T = d, 1)) 

27: s1 ← Conv1D(64, kernel=3, ReLU, 

same)(seq_input) 

28:   sp ← MaxPooling1D(pool=2)(s1) 

29:   h ← LSTM(128)(sp) 

30:   f_seq ← Dense(128, ReLU)(h) 

31: # FEATURE FUSION AND CLASSIFIER 

32: f_concat ← Concatenate([f_img, f_seq])   ▹ size 

256 

33: z ← Dense(128, ReLU)(f_concat) 

34: z ← Dropout(rate=0.5)(z) 

35: output ← Dense(9, Softmax)(z) 

36: M ← Model(inputs=[img_input, seq_input], 

outputs=output) 

37: # TRAINING 

38: Compile M with: 

loss = sparse_categorical_crossentropy 

optimizer = Adam(lr = 1e-3) 

metrics = ["accuracy"] 

39: Train M on ([X_train_img, X_train_seq], y_train) 

 with batch_size = 64, epochs = 20, validation_split = 

0.2 

40: Obtain training and validation loss/accuracy 

curves 

41: # EVALUATION 

42: Compute ŷ_prob = M.predict([X_test_img, 

X_test_seq]) 

43: ŷ ← argmax(ŷ_prob, axis=1) 

44: Evaluate: accuracy, precision, recall, F1-score 

confusion matrix, ROC–AUC, PR curves 

45: Return trained model M and predictions ŷ 

 

3.3 Mathematical Model of the Proposed Hybrid 

CNN--LSTM Framework 

3.3.1 Notation and Dataset Representation 

Let 𝒟 = {(𝐱𝑖 , 𝑦𝑖)}𝑖=1
𝑁  denote the labeled malware 

dataset, where 

x𝑖 ∈ ℝ𝑑  and 𝑦𝑖 ∈ {1,2, … , 𝐶}  

Each 𝐱𝑖  is a 𝑑 -dimensional feature vector 

extracted from a malware sample, and 𝑦𝑖  is the 

corresponding malware family label among 𝐶  classes 

(here, 𝐶 = 9). After label encoding, we work with integer 

labels 

𝑦̃𝑖 ∈ {0,1, … , 𝐶 − 1}.  
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Before training, each feature vector is 

standardized using z-score normalization: 

𝑥𝑖
′ = 𝑁𝑜𝑟𝑚(𝑥𝑖) = [

𝑥𝑖1−𝜇1

𝜎1
, … ,

𝑥𝑖𝑑−𝜇𝑑

𝜎𝑑
],   (1) 

where 𝜇𝑗  and 𝜎𝑗  are the mean and standard 

deviation of feature 𝑗 computed on the training set. 

The normalized vector 𝐱𝑖
′  is then used to 

construct two parallel inputs: 

• a 1D for the LSTM branch, and 

• a 2D for the CNN branch. 

 

3.3.2 Dual Input Construction 

Sequential Representation for LSTM 

The sequential input is obtained by reshaping 𝐱𝑖
′ 

into a length-𝑇 sequence with one feature per time step: 

𝐗𝑖
(seq)

= Reshape(𝐱𝑖
′) ∈ ℝ𝑇×1,       (2) 

Where typically 𝑇 = 𝑑  (e.g., 𝑇 = 68 ). The 𝑡 -th 

time step is denoted by𝑥𝑖,𝑡
(seq)

. 

 

Pseudo-Image Representation for CNN 

To exploit spatial correlations, the same vector 

is embedded into a 𝐻 × 𝑊  pseudo-image (here, 𝐻 =

𝑊 = 10). Let 𝐿 = 𝐻 ⋅ 𝑊  be the total number of pixels. 

We define a padded/truncated version 𝐱̃𝑖
′ ∈ ℝ𝐿 as 

𝒙̃𝑖
′ = {

[𝑥𝑖1
′ , … , 𝑥𝑖𝑑

′ , 0, … ,0] ∈ ℝ𝐿 , 𝑑 < 𝐿,

[𝑥𝑖1
′ , … , 𝑥𝑖𝐿

′ ] ∈ ℝ𝐿 , 𝑑 ≥ 𝐿.
      (3) 

The pseudo-image is then 

𝑿𝑖
(𝑖𝑚𝑔)

= 𝑅𝑒𝑠ℎ𝑎𝑝𝑒(𝒙̃𝑖
′) ∈ ℝ𝐻×𝑊×1       (4) 

This is treated as a single-channel grayscale 

image. 

 

3.3.3 CNN Branch: Spatial Feature Extraction 

The CNN branch learns spatial features from 

X𝑖
(img)

. Let Z𝑖
(0)

= X𝑖
(img)

 denote the input. A 2D 

convolution layer with 𝐹  filters, kernel size 𝑘 × 𝑘 , and 

ReLU activation computes: 

𝑍𝑖
(1)

= 𝜙 (𝐶𝑜𝑛𝑣2𝐷(𝑍𝑖
(0)

; 𝑊(1), 𝑏(1)))      (5) 

where 𝜙(⋅)  denotes the element-wise ReLU 

function and W(1), b(1)  are the learnable convolutional 

weights and biases. 

Max-pooling is then applied to reduce spatial 

resolution: 

𝑍𝑖
(2)

= 𝑀𝑎𝑥𝑃𝑜𝑜𝑙2𝐷(𝑍𝑖
(1)

)       (6) 

A second convolution and pooling stage can be 

expressed analogously: 

𝑍𝑖
(3)

 = 𝜙 (𝐶𝑜𝑛𝑣2𝐷(𝑍𝑖
(2)

; 𝑊(3), 𝑏(3))),      (7) 

𝑍𝑖
(4)

 = 𝑀𝑎𝑥𝑃𝑜𝑜𝑙2𝐷(𝑍𝑖
(3)

)       (8) 

The resulting feature map is flattened and fed 

into a dense layer to obtain a compact spatial 

embedding: 

𝑓𝑖
(𝐶𝑁𝑁)

= 𝜙 (𝑊(𝐶) ⋅ 𝐹𝑙𝑎𝑡𝑡𝑒𝑛(𝑍𝑖
(4)

) + 𝑏(𝐶)) ∈ ℝ𝑑𝐶 ,     (9) 

where 𝑑C is the dimension of the CNN feature 

vector (e.g., 𝑑C = 128). 

 

3.3.4 LSTM Branch: Sequential Feature Extraction 

The LSTM branch learns temporal-like 

dependencies from the 1D sequence X𝑖
(seq)

. First, an 

optional 1D convolution layer performs local filtering: 

𝐻𝑖
(1)

= 𝜙 (𝐶𝑜𝑛𝑣1𝐷(𝑋𝑖
(𝑠𝑒𝑞)

; 𝑊(1𝐷), 𝑏(1𝐷))).    (10) 

Max-pooling then reduces the sequence length: 

𝐻𝑖
(2)

= 𝑀𝑎𝑥𝑃𝑜𝑜𝑙1𝐷(𝐻𝑖
(1)

).      (11) 

An LSTM layer with ℎ  hidden units processes 

H𝑖
(2)

 to produce a final hidden state h𝑖
(𝑇′)

: 

ℎ𝑖
(𝑡)

, 𝑐𝑖
(𝑡)

= 𝐿𝑆𝑇𝑀(𝐻𝑖
(2)

(𝑡), ℎ𝑖
(𝑡−1)

, 𝑐𝑖
(𝑡−1)

), 𝑡 = 1, … , 𝑇′, (12) 

where 𝑇′ is the reduced sequence length after 

pooling, c𝑖
(𝑡)

 is the cell state, and h𝑖
(𝑇′)

 is the final hidden 

representation. 

A dense layer then produces the sequential 

embedding: 

𝑓𝑖
(𝐿𝑆𝑇𝑀)

= 𝜙 (𝑊(𝐿)ℎ𝑖
(𝑇′)

+ 𝑏(𝐿)) ∈ ℝ𝑑𝐿 ,     (13) 

With 𝑑L typically chosen equal to 𝑑C (e.g., 128). 

 

3.3.5 Feature Fusion and Classification 

The hybrid model fuses spatial and sequential 

representations via vector concatenation: 

𝑓𝑖
(𝑓𝑢𝑠𝑖𝑜𝑛)

= [𝑓𝑖
(𝐶𝑁𝑁)

 ‖ 𝑓𝑖
(𝐿𝑆𝑇𝑀)

] ∈ ℝ𝑑𝐶+𝑑𝐿 .     (14) 

This fused feature vector is passed through a 

fully connected layer with dropout regularization: 

𝑧𝑖 = 𝜙 (𝑊(𝐹)𝑓𝑖
(𝑓𝑢𝑠𝑖𝑜𝑛)

+ 𝑏(𝐹)), 𝑧̃𝑖 = 𝐷𝑟𝑜𝑝𝑜𝑢𝑡 (𝑧𝑖; 𝑝),  (15) 

Where 𝑝 is the dropout rate (e.g., 𝑝 = 0.5). 

Finally, a softmax layer produces class 

probabilities: 

𝑝̂𝑖 = 𝑆𝑜𝑓𝑡𝑚𝑎𝑥 (𝑊(𝑂)𝑧̃𝑖 + 𝑏(𝑂)),      (16) 

With 

𝑝̂𝑖,𝑐 =
𝑒𝑥𝑝 (𝑜𝑖,𝑐)

∑  𝐶−1
𝑘=0  𝑒𝑥𝑝 (𝑜𝑖,𝑘)

, 𝑐 = 0, … , 𝐶 − 1,     (17) 
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where 𝑜𝑖,𝑐  is the 𝑐 -th logit component. The 

predicted class is 

𝑦̂𝑖 = 𝑎𝑟𝑔 𝑚𝑎𝑥
𝑐∈{0,…,𝐶−1}

 𝑝̂𝑖,𝑐.       (18) 

 

3.3.6 Training Objective 

The hybrid model is trained by minimizing the 

average sparse categorical cross-entropy over the 

training set: 

ℒ(𝛩) = −
1

𝑁𝑡𝑟𝑎𝑖𝑛
∑  

𝑁𝑡𝑟𝑎𝑖𝑛
𝑖=1  𝑙𝑜𝑔 𝑝̂𝑖,𝑦̃𝑖

,      (19) 

where Θ denotes all trainable parameters of the 

CNN and LSTM branches, fusion layers, and output 

layer. Optimization is performed using the Adam 

optimizer with learning rate 𝜂 = 10−3 and mini-batches 

of size 𝐵: 

𝛩 ← 𝛩 − 𝜂 𝛻𝛩ℒ̂.        (20) 

 

3.3.7 Evaluation Metrics 

After training, the model is evaluated on a held-

out test set using standard classification metrics. Given 

the true labels {𝑦𝑖}  and predictions {𝑦̂𝑖} , the overall 

accuracy is 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
1

𝑁𝑡𝑒𝑠𝑡
∑  

𝑁𝑡𝑒𝑠𝑡
𝑖=1  𝕀 (𝑦𝑖 = 𝑦̂𝑖),     (21) 

Where 𝕀(⋅) is the indicator function? 

For each class 𝑐, we compute precision, recall, 

and F1-score as 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑐  =
𝑇𝑃𝑐

𝑇𝑃𝑐+𝐹𝑃𝑐
,       (22) 

𝑅𝑒𝑐𝑎𝑙𝑙𝑐  =
𝑇𝑃𝑐

𝑇𝑃𝑐+𝐹𝑁𝑐
,       (23) 

𝐹1𝑐  =
2⋅𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑐⋅𝑅𝑒𝑐𝑎𝑙𝑙𝑐

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑐+𝑅𝑒𝑐𝑎𝑙𝑙𝑐
       (24) 

where TP𝑐 , FP𝑐  and FN𝑐  are the true positive, 

false positive, and false negative counts for class 𝑐 . 

Weighted averages are computed according to the class 

supports, providing a global summary of the model 

performance. The normalized feature vector 𝐱 ∈ ℝ𝑑  is 

transformed into a pseudo-image X(img) for CNN-based 

spatial learning and a sequence X(seq) for LSTM-based 

temporal learning [23]. The two learned embeddings 

fCNN  and fLSTM  are fused via concatenation to form 

ffusion. Final classification is obtained through a softmax 

layer p̂ = Softmax(Wffusion + b)  minimizing cross-

entropy loss. 

 

4. Results and Discussion 

The Adam optimizer was used to train the model 

with a learning rate of 0.001, a batch size of 64 and 20 

training epochs. The loss was sparse categorical cross-

entropy. To be able to make a fair comparison, the same 

dataset split and preprocessing steps were used to train 

all the baseline models (Random Forest, CNN, and 

LSTM). Also, the complexity of the models was 

assessed based on the count of trainable parameters 

and the duration of training an epoch. The hybrid CNN-

LSTM model achieves better performance while 

maintaining reasonable computational efficiency 

compared with the standalone models. 

 

4.1 Performance Evaluation 

The suggested hybrid CNN-LSTM model was 

tested on the dataset of the Microsoft Malware 

Classification Challenge (BIG 2015), which included 

2158 samples in nine malware families that were 

labeled. To ensure a robust evaluation, the data was 

partitioned into test and training sets with an 80:20 split 

with equal representation of each of the classes. Key 

metrics were taken as measures of model performance; 

accuracy, precision, recall, F1-score, and area under the 

ROC curve (AUC). Random Forest, standalone CNN, 

and standalone LSTM baseline models were also used 

in comparative analysis. The experiments of this work 

are carried out on the publicly available malware dataset 

based on the Microsoft Malware Classification 

Challenge (BIG 2015). The dataset is made available in 

Kaggle: as BIG Malware Dataset from Microsoft. It is a 

feature-based implementation of the original BIG 2015 

challenge data where raw binaries have been converted 

to fixed-length numeric feature vectors that can be used 

in machine learning. 

 

Key Metrics Explained: 

• Precision: The ratio of the correctly identified 

positive samples to the total predicted positives 

(is useful in circumstances where the false 

positives are expensive). 

• Accuracy: The proportion of samples of malware 

which are correctly classified. 

• Recall (Sensitivity): The number of correct 

identifications of the positives divided by the 

actual positives (is valuable when the cost of 

malware detection is large). 

• F1-Score: This is the harmonic mean of the 

precision and recall (optimal where there exists 

inequality between the classes). 

• ROC-AUC: Area under the curve of Receiver 

Operating Characteristic which is a measure of 

the trade-off between true-positive and false-

positive rates. 

Table 3 presents the overall performance 

analysis of the proposed Hybrid CNNLSTM model on all 

the nine malware families. The model shows a high level 

of precision, recall and F1-scores on major classes, 

which shows its high level of discrimination and its ability 

to discriminate between similar classes.  
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Table 3. Model Performance Comparison 

Model Accuracy (%) Precision (%) Recall (%) F1-score (%) 

Random Forest 91.5 92.2 90.8 91.4 

Standalone CNN 94.6 94.7 94.1 94.4 

Standalone LSTM 93.8 93.9 93.3 93.6 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. (a) And 2 (b): Training and Validation Accuracy and Loss Curves of the proposed model. 

Class 3 gives the best result, and its F1-score is 

0.9966, which indicates almost perfect classification 

accuracy of dominant malware families. Although the 

model allows reasonable predictive accuracy even in 

cases of very low support of the minority class (such as 

Class 5 with eight samples), it indicates that the model 

can still predict effectively even when there is an 

imbalance between the classes. The effective spatial-

temporal fusion strategy in extracting structural and 

sequential malware features is proven by the overall test 

Accuracy of 97.27%, with the weighted F1-score of 

97.24%. These are superior to the traditional CNN and 

LSTM baseline models and agree well with hybrid 

models reported in the current literature.  

The training and validation accuracy and loss 

curve of the proposed Hybrid CNN-LSTM classifier is 

presented in Figure 2. The accuracy of the training 

improves progressively with one epoch until it gets 

nearly to the validation curve, which shows that learning 

occurs without overfitting. On the same note, the training 

and validation loss curves illustrate a steady and gradual 

decreasing curve that indicates successful optimization 

and convergence of the model parameters. The close 

agreement between the training and validation curves 

indicates that the hybrid architecture generalizes well 

and learns discriminative spatial-sequential patterns 

rather than merely memorizing the training data. The 

following curves also prove that the dual-branch CNN-

LSTM fusion helps extracting features efficiently and 

allows stable end-to-end learning, which contributes to 

the high general classification level. A sensitivity 

analysis was performed in order to determine if the 

model performance relied on the input representation of 

choice by applying alternative reshaping strategies. 

Besides the suggested 10 x 10 pseudo-image 

representation, two additional settings were evaluated (i) 

a 12 x 12 padded representation and (ii) a direct 1D 

sequence-based model using no 2D reshaping. The 

findings also show that the hybrid CNN-LSTM model is 

stable in terms of input representation and there are only 

slight differences in the accuracy and the F1-score. This 

proves that the performance improvement does not only 

rely on the 10 x 10 reshape set-up, but instead, it is the 

joint spatial-sequential learning of the hybrid 

architecture. 

The training curve and the validation curve are 

very similar, which suggests that the validation curve is 

not overfitting much and that the proposed framework is 

converging steadily. This is consistent with the findings 

of heterogeneous and multimodal malware-learning 

studies [5] and [9] that demonstrated that when 

combined properly, independently learned feature 

representations can aid in the classification of malware. 

However, DeepAM [5] used multiple deep-learning 

components to learn complementary information from 

the features of the API calls, and the multimodal 

framework in [9] used multiple neural branches to 

process multiple categories of features on the Android 

platform. But these methods relied on feature sets that 

were extracted separately or were specific to a particular 

platform. In contrast, the present framework is based on 

a common 68-dimensional vector, which provides both 

spatial and sequential representations, while 

maintaining a consistent source of input and utilizing 

complementary learning mechanisms. 

(a) (b) 
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Figure 3 shows strong class separability in the 

ROC curves, with most AUC values close to 1.0. These 

near ideal scores indicate that the model was highly 

discriminative of the classes even in the case of the 

overlapping feature distributions. The slightly reduced 

AUC of Class 5 can be explained by its 

underrepresentation in the dataset; nevertheless, the 

model retains acceptable discriminative power for this 

class. In general, the results of the ROC-AUC analysis 

support the usefulness of hybrid CNN-LSTM design to 

detect the structural and sequential malware patterns. 

The high ROC values in the various classes also 

show that the fused representation is able to effectively 

separate the most common malware families. Some 

other models, such as MalConv [17] achieved good 

results by feeding to the model entire EXE files. But, it 

needs a lot of memory and training time to run and 

process long sequences of raw bytes. In recent years, 

the lightweight malware analysis [2] demonstrated that 

well-designed one dimensional models can be 

competitive in terms of accuracy and have fewer number 

of parameters and training sets. In contrast to this, the 

present method uses a small numerical feature 

representation, and does not require processing of an 

entire executable-byte-sequence. The results for the 

ROC were reported with respect to the representational 

paradigm and the dataset involved in the experiments 

because direct numerical comparison across studies is 

not appropriate when their experimental settings differ. 

As can be seen from the confusion matrix, the 

majority of predictions lie on the main diagonal, with a 

high level of confidence in the separation of the main 

families of malwares. But for Class 5 the lower 

performance is due to the small number of samples. The 

finding is another affirmation that high accuracy doesn't 

necessarily mean high precision for all malware families. 

In [3] the Synthetic Minority Oversampling Technique 

was used to solve a related class-imbalance problem. 

Whilst oversampling can help to boost the recognition of 

minority classes of malware, the synthetically generated 

observations may not be able to provide a complete 

representation of the complexity of real malware 

distributions. The present study thus presents both 

weighted and macro-averaged measures, in order to 

ensure that the effect of the minority classes is not lost. 

Downstream analysis is needed to explore class-

weighted learning, data augmentation, and more 

samples on less frequently seen malware families. 
Figure 4 represents the Precision Recall Curve of the 

proposed framework. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. ROC Curves (One-vs-Rest for Multi-Class) for the proposed model. 
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Figure 4. Precision Recall Curve of the proposed framework. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. Confusion Matrix For the hybrid CNN-LSTM model. 

Figure 5 indicates that the confusion matrix of 

the proposed hybrid CNN-LSTM model demonstrates 

very reliable predictions on the class level with most of 

the samples properly located in the diagonal. Classes 2, 

3, 6, 7, 8 and 9, major malware families, are almost 

perfectly classified with few mislabelings. Though there 

are some misclassifications evident in minority classes 

especially Class 5 because of the very low support, the 

model has retained good predictive consistency on the 

whole.
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Figure 6. Overall metrics Comparison graph with existing models. 

 

The matrix proves the strength and resilience of 

the hybrid spatial-temporal feature fusion in the 

separation of different malware families. The report of a 

detailed classification of the proposed Hybrid CNN-

LSTM model is given in Table 4, which summarizes the 

precision, recall, and F1-score of each of the nine 

malware families. The findings indicate that the model 

has a high performance in the majority of the classes 

with the F1-score being more than 0.94 among big 

malware groups. Class 3, Class 6, Class 7, Class 8 and 

Class 9 have an almost perfect classification as the 

hybrid architecture learns the strong spatial-temporal 

features. Though the Class 5 has lower scores because 

of its very weak support (eight samples only), the model 

still correctly identifies some minority-class instances, 

although its performance under severe class imbalance 

requires cautious interpretation. The weighted averages 

of the model include precision 0.9730, recall 0.9727, and 

F1-score 0.9724 which prove that the proposed model 

has the ability to offer stable and highly effective 

classification performance across the various types of 

malware. 

Under the same experimental conditions, the 

proposed hybrid CNN–LSTM framework outperforms its 

single CNN and LSTM counterparts with an overall 

accuracy of 97.27% and a weighted F1 score of 97.24%. 

This improvement matches the results presented by 

Thakur et al. [1], which proved that CNN–LSTM 

combination can generate more informative Malware 

Representation than a single deep-learning model. 

Previous image-based approaches revealed spatial 

patterns in malware families [15] while recurrent 

approaches emphasized sequential relationships 

between the instructions of malware [16]. The present 

framework addresses the same feature vector from 

malware in two complementary branches, whereas 

these single-representation approaches process a 

single one. Localized relationships are identified in the 

pseudo-image representation by the CNN, and the 

Table 4. Classification Report (Hybrid CNN–LSTM) 

Class Precision Recall F1-score Support 

1 0.9180 0.9668 0.9417 301 

2 0.9760 0.9819 0.9789 496 

3 0.9949 0.9983 0.9966 589 

4 0.9490 0.9789 0.9637 95 

5 0.8000 0.5000 0.6154 8 

6 0.9662 0.9931 0.9795 144 

7 0.9872 0.9747 0.9809 79 

8 0.9825 0.9184 0.9494 245 

9 0.9896 0.9502 0.9695 201 

Accuracy — — 0.9727 2158 

Macro Avg 0.9515 0.9180 0.9306 2158 

Weighted Avg 0.9730 0.9727 0.9724 2158 
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LSTM is responsible for the contextual dependencies of 

the features in the feature sequence. The fusion of their 

representations is more discriminative, and is found to 

be the reason for the improvement over the standalone 

baseline models. 

The overall performance comparison between 

the proposed hybrid CNN–LSTM framework and the 

evaluated baseline models are shown in Figure 6 [24]. 

The proposed model had an accuracy rate of 97.27% 

and weighted F1 score of 97.24% compared to the 

accuracy and weighted F1 score of 94.13% and 94.07% 

in CNN and 96.14% and 96.05% in LSTM models. The 

improvement indicates that jointly using the spatial and 

sequential feature-learning branches is more effective 

than using either branch alone, suggesting that their 

combination yields a more discriminative malware 

representation. This is in line with the reported results in 

[1] in which the combination of CNN and LSTM models 

achieved better detection results by combining structural 

and sequential information. Caution should be used 

when directly comparing the results of this study to 

previous studies, as there are variations in the datasets, 

preprocessing techniques, representations of features, 

distributions of the classes in the data, and the way the 

results are evaluated.  

 

5. Conclusion  

In this study, the authors suggested a CNN–

LSTM hybrid model that classifies malware families 

automatically by analyzing the spatial features and 

temporal features separately. The proposed architecture 

uses convolutional layers to learn features from the 

pseudo-image representation, while an ordered feature 

vector is used to model sequential dependencies for a 

more comprehensive characterization of malware 

samples. The data set included 2158 malware samples 

of 9 malware families and stratified data partitioning 

technique was employed to preserve class distribution of 

the data in the original data set during the model training 

and evaluation. The experimental results show that the 

proposed hybrid framework achieved an overall 

classification accuracy of 97.27%, outperforming the 

standalone CNN and LSTM baseline models. 

Furthermore, the model had a precision of 97.3%, a 

recall of 97.27%, and an F1-score of 97.24% which 

shows its effectiveness, robustness, and generalization 

power in malware classification under heterogeneous 

malware scenarios. Additionally, the comparative 

evaluation showed that the proposed hybrid architecture 

outperformed the standalone CNN, standalone LSTM, 

and Random Forest baselines, which achieved reported 

accuracies of 94.60%, 93.80%, and 91.50%, 

respectively. These results demonstrate the 

effectiveness of jointly learning complementary feature 

representations using deep neural networks. The 

proposed framework can be interpreted through its two 

representation-learning branches: the CNN branch 

learns local structural patterns from the grayscale 

malware representation, while the LSTM branch models 

dependencies within the ordered feature sequence. 

Feature fusion allows the model to be more 

discriminative between families of malware with similar 

structural and behavioral features. As a result, the 

proposed framework is more resilient to obfuscated 

variants of malware and is more amenable to 

polymorphic variants, and may be applied in a realistic 

cyber security environment where accurate and scalable 

malware classification is required. The proposed 

framework has good performance but some future 

research areas are identified. The attention mechanism 

and/or Transformer-based feature fusion modules might 

also be added to consider cross-domain interactions 

among features. Dynamic behavioural data (e.g. API 

calls, system calls, logs of execution) may help better 

identify advanced evasive malware which is too complex 

to be fully understood by static analysis. Additionally, the 

application of Explainable Artificial Intelligence (XAI) 

techniques would provide greater clarity in the model, 

allowing security analysts to have a better understanding 

of the decision-making process in security-sensitive 

applications. Other related future research directions 

include online learning, federated learning and edge-

aware deployment, which would enable the detection of 

malicious traffic in resource-constrained and distributed 

computing systems like IoT, mobile, and edge-

computing environments in real time. 
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