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Abstract: Malware is becoming a severe threat globally, affecting many industries. With the growing number of new
malware variants every day, the traditional signature-based methods cannot cope and fail to detect them. Hence,
there is a serious need for more effective systems to detect malware and protect people from facing losses due to
malware attacks. This paper aims to detect malware using machine learning algorithms and compare the results.
The appropriate dataset was collected and cleaned by encoding non-numeric data. The correlation-based feature
selection method was applied to choose the essential features and drop the independent features that were highly
correlated with each other. The dataset was then divided into training and testing sets. Different algorithms like
Random Forest, Naive Bayes, Logistic Regression, and Support Vector Machine were trained using the training set
to build the machine learning model. The models were then tested using the testing set. Different parameters like
accuracy, true positive rate, false positive rate, F1-score, precision, ROC curve, and confusion matrix were used to
analyze and compare the performance of each algorithm. Random Forest scored the highest accuracy of 99%,
followed by Support Vector Machine with an accuracy of 94%. In contrast, Naive Bayes and Logistic Regression
performed poorly, achieving only 63% and 52% accuracy, respectively. The results of this research will enhance the
strength of cybersecurity systems through advanced malware detection. It will help protect businesses and individuals
from the risk of exposing sensitive information, such as identity documents, financial statements, and confidential
proprietary information. In addition, it may avoid operational interruptions, harm to reputation, loss of data, and
massive financial damage that may result from ransomware, corporate spying, and intercontinental service
interruptions.

Keywords: Malware detection, Correlation-based feature selection, Logistic Regression, Naive Bayes, Random
Forest, Support Vector Machine

1. Introduction variants are reported to evolve quite rapidly, employing

sophisticated and stealthy techniques that defy
Malware, or malicious software, is a type of  raditional security models [4].

software that is maliciously developed by cybercriminals
to damage, harm, or misuse services, programmable Reliable software without failure is mandatory
devices, or networks. It is a persistent threat in the for all software solutions, including real-time systems [5].
contemporary digital landscape as it has the potential to ~ Software failure or damage may cause potential loss to
encrypt, steal, or delete information, disable critical the user and create a hazardous environment for the
computer functions, and monitor users without consent ~ Systém and humans in real-time software-based
[1]. Ransomware, worms, viruses, and trojans are some ~ Nyperphysical systems [6]. So, Effective detection
of the commonly known cyber malware, and they exhibit ~ SyStéms are critical, as failure to do so consistently risks
unique behaviors and attack patterns [2]. the global cost of cybercrime exceeding $12.2 Trillion by
the year 2031 [7]. Earlier studies already highlighted that
Malware cyber-attacks have historically brought  the economic cost of cyberattacks is expected to grow
some dire consequences including the breaching of  jnto the multi-trillion-dollar range by 2025 [8]. Older,
sensitive information, incurring financial losses, eroding signature-based systems are struggling to detect ever

customer ftrust, business shutdowns, and a negative  eyolving mutated malware variants and zero-day
impact on the larger economy [3]. Recent malware
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threats. There is a dire need to shift to more flexible,
intelligent systems that address this gap.

In this way, the use of Atrtificial Intelligence (Al)
and Machine Learning (ML) technologies has become
increasingly important in the field of cyber security.
Compared to the traditional static, rule-based
approaches, they can identify anomalies and patterns,
as well as new and novel forms of malware, with far
greater precision and adaptability. It has been
demonstrated that ML approaches such as the Random
Forest, SVM, and even neural networks have positively
impacted the frameworks for detection of threats and
enabled proactive defense mechanisms [9].

Many recent studies on Malware highlight the
research gap in the proposed field. The existing systems
are less robust and need a solution to give more
confidence in the system. Another challenge is
adversarial evasion. Small perturbations to binaries or
behavioral traces can bypass many deep learning
detectors. Some literature supports CNN, RNN, and
Transformers, which will give superior performance, but
creates a black box problem, which reduces trust for
cybersecurity. Also, real-time deployment is limited and
creates a high computational cost. Bensaoud et al did a
literature review on deep learning approaches and
emphasized the need for adversarial robust static
feature analysis and dynamic behaviors [10]. Pinhero et
al proposed visualization-based malware detection
where binaries were converted into images for a CNN.
The authors claimed this methodology has improved
detection accuracy on polymorphic malware [11].
Hussain et al analysed ransomware defense using
hybrid deep learning, highlighting that real-time
applicability includes scalability issues [12].

The specific objectives of the paper are as
follows.

1. To develop an ML model using Python
programming to detect diverse malware families

2. To identify the robustness of the ML models in
detecting malware families against adversarial
and obfuscation techniques

3. To design and implement an interface that
visualizes  enhanced  detection  results,
interpretability, and decision support

4. To compare the proposed methodology with
other similar methodologies proposed by
previous researchers.

1.1 Novelty of the proposed work

In addition to the work that has been
accomplished regarding the use of Random Forest (RF),
Support Vector Machine (SVM), Naive Bayes (NB), and
Logistic Regression (LR) classifiers for malware
detection, the current work brings new contributions

through the incorporation of correlation feature selection
on the system-behavior attributes. Features indicative of
malware processes include static_prio, map_count,
end_data, and free_area_cache, which reflect process
memory allocation, process prioritization, and execution
pattern. Relevant feature selection and pruning of
redundant features accomplish the proposed goal of
maintaining high predictive accuracy while also
simplifying the model, which expunges unnecessary
computational overhead. It also ensures the model's
flexibility for close to real-time detection, as fewer
features will accelerate the processing of incoming files.
System behavior features also improve the resistance
against adversarial evasion whereby malware alters its
behavior to evade detection. Because malware
processes are typically cumbersome, it becomes
inevitable to control low-level system behavior attributes
without revealing its presence. These improvements, as
a whole, provide high practical value given modern
needs for effective malware detection while moving
beyond simple comparisons of classifier performance.

2. Literature Review

2.1 Algorithm Types

A method was proposed for classifying malware
using five different machine learning classifiers, and an
appropriate model was found for categorising encrypted
communications. Grid search is used to fine-tune the
hyperparameters, significantly enhancing their models’
performance. The MTA-KDD'19 dataset created by lvan
Letteri et al. is used as the dataset. With an accuracy of
99.27%, the Random Forest classifier performed better
than all other models. Strong results were also produced
with the Support Vector Machine classifier, with
performance metrics above 0.9. However, on the other
hand, the random forest can be too slow and inefficient
for real-time forecasts when there are many trees [13].

Akhtar & Feng used various classifiers like K-
Nearest Neighbors (KNN), Convolutional Neural
Networks (CNN), Naive Bayes, Random Forest, Support
Vector Machine (SVM) and Decision Tree (DT). KNN,
CNN, Naive Bayes, Random Forest, SVM, and DT to
improve computer network security by detecting harmful
traffic and achieved accuracy results of 95.02%,
98.76%, 89.71%, 92.01%, 96.01%, and 99%
respectively. The data used was provided by the
Canadian Institute for Cybersecurity, which contained
log data for various types of malware. 51 distinct
malware families are found and tackled the problem of
large datasets by building a smaller set of features from
a more extensive set. However, the DT algorithm has a
scope of overfitting [14].

A study was made on how machine learning can
identify malware using four different algorithms: decision
tree, Gradient Boosting, Random Forest, and SVM. A
flexible framework is presented with more than 130000
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datasets, and many features are extracted from binary
files to train and test the algorithms. The algorithms are
evaluated based on accuracy, execution time, false
positives and negatives rate, and area under the
Receiver Operating Characteristic curve. Random
Forest performed the best with an accuracy rate of more
than 99.64% and a 0.9933 area under the ROC curve
[15].

A classification model was created to separate
the files into malicious and non-malicious ones. Open
data sources were used to gather the dataset for this
investigation. They used five algorithms: Naive Bayes,
Random Forest, Gradient Boost, XGBoost, and Decision
Tree. The result was achieved successfully and works
well as a screening tool, and the system can be
enhanced by adding methods like signature and
anomaly-based detection. This research identified the
best methods for classifying the individuals using the
dataset, such as Random Forest and XG Boost, which
have around 99.95% accuracy. The drawback of the
research is that the usage of fewer datasets works well
as a screening tool, and the system can be enhanced by
adding methods like signature and anomaly-based
detection. The best methods for classifying the
individuals using the dataset are Random Forest and XG
Boost, which have around 99.95% accuracy. The
drawback of the research is the use of fewer datasets.

A system was developed using machine
learning classifiers such as K-Nearest Neighbor,
Support Vector Machine, Decision Tree, Neural
Networks, Random Forest, and Naive Bayes to detect
and identify malware through dynamic and static
analytics. Cuckoo Sandbox is used for malware
behaviour extraction and tests the classifiers with
processed datasets. The Random Forest algorithm
achieved the highest accuracy of predictions for API call
sequences and PE imports, reaching 98.89% with the
dynamic dataset and 98.17% with the static dataset [16].

Zhao, Chen, and Wu [17] created a
Convolutional Neural Network (CNN) and Long Short-
Term Memory (LSTM) network-based hybrid deep
learning model for malware detection by using opcodes
sequenced from executable files. For spatial information,
the CNN processes sections of opcode data and the
temporal information is extracted by LSTM. The hybrid
CNN-LSTM model outperformed standalone CNN or
LSTM models, both in accuracy and F1-scores, which
validates the usefulness of the spatial and temporal
feature learning techniques for malware analysis.

2.2. Feature Selection and Optimization

The importance of feature selection lies in
improving the model's performance through the
reduction of dimensions and eliminating unnecessary
features. This also helps in improving the generalization
of the model. The critical feature selection is more
important for performance optimization of software-

based systems [18]. In the feature selection, it is required
to analyse the features of each software component to
have better reliability, better performance and failure free
[19]. Akhtar and Feng [14] tackled the problem of high-
dimensional data by forming a subset of features from a
larger set. This method helped in faster training,
decreased noise, and maintained classifying accuracy.
This approach was useful particularly for the Random
Forest and CNN models.

In a separate study, Masum et al. [15]
automated feature selection for ransomware detection
using the variance threshold and variance inflation factor
(VIF). The variance threshold method helps remove
features which have the same value across samples
because such features lack the ability to predict
outcomes. In the meantime, the VIF was used to find and
remove features that have multicollinearity, a situation in
which independent variables are highly correlated
among themselves. This is critical because
multicollinearity creates a biased estimation of
coefficients which is an obstacle in determining how
each feature individually affects the model.

Their findings proved that model accuracy and
interpretability were enhanced using those techniques,
especially for ensemble classifiers like Random Forest,
which tend to be overloaded by irrelevant features.
Additionally, the techniques improved the training time
and tailored the models for real time malware detection.

Our motivation stems from these findings, which
inspired us to apply a correlation-based filter technique
that works by finding and eliminating features that are
too strongly associated with each other, thus introducing
the potential risk of overfitting or model instability. Even
though our methods are not precisely the same, they
work with the primary aim of increasing the robustness
and interpretability of the models by reducing the
dimensionality of the feature space.

2.3. Specialized Techniques and Deep Learning
Approaches

A study was conducted to improve computer
system security and malware detection. Hardware
Performance Counters (HPC) methods with different
algorithms, like Neural Networks, are used. The best
results are achieved with the Convolutional Neural
Network (CNN) algorithm with 99.69% and 98.22%
accuracy for training and testing, respectively. Full Order
Radial Basis Function (RBF) algorithm performed
marginally better than CNN and found that branch
instructions, instructions, branch misses, and cache
references are the most frequently used HPC
characteristics. J48, JRip, MLP, and OneR are the most
used algorithms, while CNN, BayesNet, MLP, and J48
achieve the best average accuracy outcomes [16].

A deep ensemble technique was developed that
integrates CNN with LSTM, yielding more than 98%
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accuracy on recent malware detection tasks [17]. In
parallel, an analysis of the performance of transformer
models for dynamic  malware  classification
demonstrated increased efficacy against changing
threat landscapes [20]. Additionally, a study used
federated learning for privacy-preserving malware
detection across decentralized networks. Such works
build upon this research and underscore the possibilities
of using machine learning to strengthen cybersecurity
[21].

New work has been done to improve the
detection of malware. Shokouhinejad discussed graph
learning and explainability and how they add value to
detection systems [22]. Gond and Mohapatra analyzed
the problem of concept drift using a deep learning model
with genetic algorithms [23]. An investigation was made
on hybrid deep learning techniques for real-time
malware detection [24]. In embedded systems, a hybrid
model was proposed based on CNNs and transformers
for efficient malware detection [25].

2.4. Ransomware-Specific Detection

A study on ransomware detection methods from
2019 to 2021 found that dynamic analysis has the
highest detection accuracy rate. Three aspects related
to ransomware studies are identified: Red Flags
Reflecting the Occurrence of Ransomware Attack,
Ransomware Attack Model, and Ransomware Attack
Behavior. The study aims to provide a user guide to
encourage researchers to use available techniques to
detect ransomware attacks. However, static analysis
has limited scope due to its limited accuracy and high
false alarms [15].

2.5. Domain-Specific Dataset Applications

A research presented on PDF Malware
Detection based on Decision Trees with Evasive-
PDFMal2022 dataset, which comprises 10,025 records
of benign and malicious PDF files with 37 static features.
The AdaBoost algorithm is employed to build a decision
tree model with various hyperparameter options. The
results showed a classification accuracy of 98.7% [26].

The studies analyzed so far seem to agree on
one point, machine learning and deep learning
algorithms like Random Forest, CNN, SVM, and even
hybrid models are capable of performing with high
accuracy in malware detection across multiple datasets
and scenarios. Accuracy was further augmented by
feature selection techniques as well as dynamic and
static analysis, and the application of sandbox
environments. Regardless, most of these works focus on
the empirical accuracy of models and overlook the
measures of scalability, adaptability to concept drift, or
convenient real-time deployment. Some methods
overemphasise results derived from narrow or domain-
specific datasets, which expands the scope of the limited
generalizability of the results. Also, the explainability of

model decisions, which is paramount for the
cybersecurity end-users, is inadequately answered. To
address the above-mentioned gaps, this work attempts
to design a highly accurate yet efficient explainable and
adaptive malware classification framework that adjusts
to changes in malware behaviors.

3. Methodology and Implementation

Figure 1 shows the block diagram of the
methodology of the work carried out. Initially, the
appropriate datasets are collected, containing malware
and clean files. One of the most crucial steps is to clean
the datasets because regardless of how good an
algorithm works; it is only possible to obtain good results
from good data. Then, feature selection techniques are
applied to choose the essential features. The dataset is
then divided into training and testing sets. The training
set is trained with the different machine learning models,
and the testing set is tested using the built models to
detect the malware and clean files. All machine learning
models, including SVM, were trained and tested using
the same training and testing dataset split to ensure a
fair and consistent comparison of performance metrics.

Hyperparameter Tuning: As part of the
classification improvement processes, hyperparameter
tuning was performed on SVMs and Random Forest
classifiers. In SVM, a kernel of type linear and rbf was
searched for along with the regularization parameter C
using grid search. The highest accuracy for SVM was
obtained when the RBF kernel was used and C was set
to 1.0.

For the Random Forest model, parameters such
as the number of trees N and the maximum depth of
each tree M were tuned. The best results were achieved
with N set to 100 and M set to None. Parameter tuning
was done with cross-validation in Scikit-learn using
GridSearchCV, which enhanced the model's selection.

This statement further expands as follows:
Hyperparameter optimization was carried out on
Random Forest (RF) and Support Vector Machine
(SVM) for classification performance and reproducibility.
For Random Forest, the number of estimators parameter
was set between 50 and 200, the max depth was set
between 10 and None, and the minimum samples leaf
was set between 1 and 5. A 5-fold cross-validation using
GridSearchCV of scikit-learn was employed, resulting in
maxdepth of None and number of estimators equaling
100. For SVM, the types of kernels (linear and rbf), C
parameter for regularization (between 0.1 and 10), and
gamma (scale, auto) were adjusted using 5-fold
GridSearchCV which resulted with the best settings as
the RBF kernel, C equalling 1.0, and gamma equalling
'scale’. All experiments were conducted on an Intel Core
i7-10750H CPU with 16 GB RAM for reproducibility and
for clearly documenting the experiments in the proposed
studies.
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Dataset

{Malware and Benign files from
Kaggle)

|

Data Preprocessing Step
Encode non-numeric values
Clean anomalies and missing data
Map labels (Malware = 1, Benign = 0)

!

Correlation- Based Feature Selection
Drop redundant/irrelevant features
Select top correlated features with target

|

Split Dataset into Training and Testing Sets

Training
dataset

Train classifier
Random Forest
SVM
Naive Bayes
Logistic Regression

Testing dataset

Test classifier

|

Evaluate
Classifier Performance

Figure 1. Block Diagram of Malware Detection Using Machine Learning Algorithms

3.1 Dataset

The dataset was collected from the Kaggle
website. The dataset used has been created using the
network traffic of a Unix/Linux-based virtual machine
solely for detecting malware and classification purposes.
It contains 50,000 malware files and 50,000 clean files
with 35 features [27]. Table 1 describes the features
present in the dataset. Figure 2 shows the distribution of
the classes in the dataset in the form of a bar graph.

Figure 3 shows the different features and their values
present in the dataset.

3.2 Cleaning Dataset

The dataset is then cleaned by encoding non-
numeric data. The numeric values 0 and 1 are mapped
to the classification column's ‘benign’ and ‘malware’
values based on the mapping dictionary. Most machine
learning algorithms work best with numerical data, so
converting data to this format is common. Additionally,
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this conversion can help reduce memory usage [28]. The
cleaned dataset can be seen in Figure 3.

Table 1. Description of the features in the dataset [24]

S.no  [Feature Description Type
1 Hash SHA256 hash value of an Android Application Package (APK) file Text
2 Millisecond Unit of time measurement Number|
3 Classification Malware or clean Text
4 State State of processes Number
5 usage_counter [Usage counter within the task structure Number
6 prio Priority of a process (dynamic) Number|
7 Static_prio Static priority of a process Number|
8 normal_prio The default priority assigned to a process without considering real-time (RT)Number
inheritance
9 Policy Process scheduling policies Number
10 \vm_pgoff Page offset within a virtual memory address Number|
11 \vm_truncate_cou|A counter that tracks the truncations occurring in a particular Number|
nt memory mapping
12 task_size Size of the currently executing task Number
13 cached_hole_siz [The size of holes in the virtual address space that are currently not Number|
© used by a process
14 free_area_cache [Starting address of the hole in the process’s virtual address space Number
15 mm_users Users utilizing the memory space Number
16 map_count Number of memory mappings related to a specific memory region Number
17 hiwater_rss High Water Resident Set Size represents the peak of the Resident Set Number|
Size (RSS) of a process
18 total_vm Total number of virtual memory pages Number
19 shared_vm Count of shared memory pages Number
20 exec_vm Count of executable memory pages Number
21 reserved_vm Count of reserved memory pages Number
22 nr_ptes Count of page table entries Number
23 end_data The end address of the code component present within the Number
Memory layout of a process
24 last_interval Time duration of the last interval before trashing takes place Number
25 Nvcsw Count of voluntary context switches by a process Number
26 Nivesw Count of involuntary context switches by a process Number
27 min_flt Number of minor faults that take place in a process Number
28 maj_flt Number of major faults that take place in a process Number
29 fs_excel _counter [File system exclusive resources count Number
30 Lock Read-write synchronization mechanism to control the parallel access to theNumber

resources of a file system
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31 Utime

The CPU time used by a process during the execution of a user-level Code

Number|

Distribution of Malware and Benign Classes

50000 4

40000 4

30000 +

Count

20000 +

10000 +

malware

benign
Class

Figure 2. Distribution of malware and benign classes in the dataset

1 hash  milliseconcclassification state  usage_couprio static_pricnormal_pi policy

2 42fb5e2e 0 1 0 0 3.07e403 14274 0 0
3 42fbSeder 1 1 0 0 3.07e408 14274 0 0
4 42fb5e2ec 2 1 0 0 3.07e408 14274 0 0
5 42fb5elec 3 1 0 0 307409 14204 0 0
6 42fb3e2ec 4 1 0 0 3.07e408 14274 0 0
7 42fb5elec 5 1 0 0 3.07e+08 14274 0 0
8 42fbSelec 6 1 0 0 3.07e403 14274 0 0
§ 42fb5ele 7 1 0 0 307403 14274 0 0
10 42fb5edec 8 1 0 0 3.07e403 14274 0 0
11]42fb5e2ec 9 1 0 0 3.07e#03 14274 Ul 0
12 42fb5eac 10 1 0 0 3.07e408 14274 0 0
13 42fb5edec 1 1 0 0 3.07e408 14274 0 0
14 42fbSe2e 12 1 0 0 3.07e+08 14274 0 0

vm_pgoff vm_truncitask size cached_hifree_area mm_usersmap_cour hiwater rtotal vm shared_vr

0 137 0 0 ) 724 6830 0 150 120
0 1317 0 0 ) 724 6830 0 150 120
0 1317 0 0 24 724 6830 0 150 120
0 13173 0 0 ) 74 6850 0 150 120
0 1317 0 0 s 74 6830 0 150 120
0 137 0 0 2 724 6830 0 150 120
0 137i 0 0 u 74 6830 0 150 120
0 137 0 0 A 724 6830 0 150 120
0 137 0 0 24 724 6830 0 150 120
0 1317 0 0 5 74 6832 0 150 120
0 137 0 0 2 74 6852 0 150 120
0 137 0 0 25 74 6832 0 150 120
0 137 0 0 2% 724 68 0 151 120

Figure 3. Dataset [27]

3.3. Correlation-based Feature Selection

The feature selection process has to be applied
to the dataset of newly identified features created
through the feature extraction process. Feature selection
will further help to identify the essential features and
reduce the noise in the data. This process is crucial to
increase accuracy, simplify the model, and decrease
overfitting [29]. The Supervised feature selection is used
for labelled datasets and includes the target variable.
The three main Supervised feature selection methods
are Filter, Wrapper, and Embedded. In filter methods,
statistical measures are used to select the features.
Filter methods do not rely on the learning algorithm, have
less computational time, and prevent data overfitting
[30]. Correlation-based feature selection is a type of filter
method. Correlation is the statistical measure of the
relationship or the strength and direction of the linear
relationship between two variables. The correlation

coefficient represents the degree of the coefficient
between the two variables, ranging from -1 to +1. When
the correlation coefficient value is greater than O, it is a
positive correlation. When it is less than 0, it is a negative
correlation, and equal to O indicates no relationship
between the compared variables. When the correlation
is +1, it is a perfect positive correlation, and -1 denotes
a perfect negative correlation. Hence, the coefficient
values closer to -1 or +1 indicate a stronger correlation.
The independent features with high correlation with the
target feature (classification) are selected in the
Correlation-based coefficient method. These kinds of
features have a strong relationship with the target
variable, thereby providing meaningful information in
predicting the target. They can efficiently grab hold of the
crucial aspects of the data that contribute to detecting
malware. Independent features highly correlated with
themselves are dropped because they give redundant
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information, leading to overfitting and unwanted
complexity [31]. As the features were highly correlated
(because they shared a lot of common subcomponents),
Pearson correlation with an r value of more than 0.8 in
absolute terms suffices for this purpose (|(r)| > 0.8), will
be taken as sufficient. Maintaining model accuracy while
ensuring ease of interpretation and standard feature
selection practices makes this threshold favourable.
These features were removed to eliminate
multicollinearity and lower the model’s complexity.

Figure 4 depicts the correlation heatmap of the
features in the dataset. The red colours indicate a
negative correlation, and the blue colours indicate a
positive correlation. The heatmap function in seaborn
relies on a correlation matrix. The ‘corr()’ method from
pandas obtains the correlation matrix, which uses the
Pearson correlation formula to calculate the correlation
values.

Each cell in the heatmap shows the correlation
coefficient between two features, and different colours
indicate the strength and direction of the correlation. A
positive correlation (blue) indicates that when one
feature increases, the other also tends to increase. A
negative correlation (red) depicts that the other tends to
decrease as one feature increases. The intensity of the
colour shows the magnitude of the correlation
coefficient, so darker shades indicate stronger
correlations. It helps to determine dependencies
between different features in the dataset.
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Equation 1 depicts the formula for the Pearson
correlation coefficient where X and Y are the different
features, X and Y represent the mean values of Xand Y,
and r is the correlation coefficient. By analyzing the
heatmap, some of the independent features that were
highly correlated with themselves were dropped;
'vm_truncate_count', 'shared_vm', 'exec_vm', 'nvcsw',
'maj_flt', and 'utime'. For instance, 'shared_vm' has a
high correlation of 1 with the 'end_data' feature, and
overall, there are many deep, darker, and lighter colours
indicating inconsistency. Hence, the 'shared_vm' feature
was considered to be dropped due to its high correlation
with other independent features.

The Random Forest algorithm is used to
calculate the importance of the feature. The calculation
is done by measuring the total reduction in the impurity
for a specific feature across the decision trees; higher
impurity reduction indicates a more important feature
[32]. Impurity is the degree of uncertainty in classifying
the instances in a node based on their class labels [33].
'rf.feature_importances_' obtains the feature importance
calculated by the Random Forest classifier. Figure 5
depicts ranking important features (descending) that
impact the model’s behavior in determining the malware.
'static_prio' has the highest value. Some malware
creators may try to manipulate the priority of malware
processes to get more resource allocation or escape
detection processes. Hence, unexpectedly high static
priority values for non-important or stranger processes
may indicate potential malware. Analyzing
‘free_area_cache’, detecting unusual memory allocation
or deallocation patterns associated with malware is
possible.
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Figure 4. Correlation Heat Map of the features in the dataset
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Feature Importances

static_prio N 0.336834
free_area_cache - 0.1361

mm_users - 0.078648
end data - 0.0738331
map_count - 0.0723198
= prio - 0.055165
reserved vm - 0.0524313
nivcsw - 0.0432706
total_vm - 0.0431948
last interval - 0.0368229
fs_excl_counter M 0.0221778
T 7 stime M 0.0176561
gtime - 0.0149023
millisecond M 0.00686494
state #0.00590276
min_fit 40.00387639
lock -0
cgtime -0
hiwater_rss -0
nr_ptes -0
cached_hole size -0
“task size -0
vm_pgoff -0
olicy -0
normal_prio -0
usage_counter -0
signal_nvcsw -0

Figure 5. Feature importance

For instance, if a process is continuously allocating
and disposing of large memory causing fragmentation,
then it may be a clue for malicious processes.
'mm_users' can be used to detect processes with an
abnormally high number of users hinting malicious
behavior. 'end_data’ can be used to observe the
processes’ memory layout to identify suspicious
behavior. 'map_count’ can be used to detect
abnormalities in memory sharing that can indicate
malware. For instance, a process with a very high
map_count value compared to other processes can hint
at malicious activity [34].

3.4 Classification Process

After selecting the features, the classification
process was carried out. Training and testing are the two
main stages of the classification process. The data set
was divided 28 into a training and a test set. 80% of the
dataset was used for training, and 20% was reserved for
testing. The algorithm forms a trained model when it is
trained with the training set. Then, it is used to classify
the test set to determine the model's accuracy. The
machine learning algorithms used to train and test the
model include Random Forest, Naive Bayes, Logistic
Regression, and Support Vector Machine.

3.4.1 Random Forest

The dataset is split into training and testing sets
using the 'train_test_split' from scikit-learn. Each file in
the training dataset is associated with a label (malware
or clean). Different features are extracted from the files
to understand their characteristics; hence, they serve as

the input to the algorithm. The ‘'random_state' parameter
is used to ensure reproducibility. The Random Forest
object is initialized, and 100 decision trees are set
('n_estimators’). It uses bootstrapping to choose the
subsets from the training data randomly and generates
several training sets for each decision tree. A random
subset of features is used to build the tree, ensuring
diversity and avoiding overfitting. Every decision tree is
built recursively. The tree at each node selects a feature
and threshold to divide the data. The process of splitting
increases the separation between the malware and
clean files. The features are evaluated and threshold
using Gini impurity or information gain. The out-of-bag
(OO0B, 'oob_score") score is used to get an estimated
performance of the model on unseen data during the
training phase. The maximum depth (‘max_depth’) of the
decision trees is set to 16. The branches and nodes are
created until it reaches the maximum depth. Then, the
Random Forest classifier is fitted to the training data. To
make predictions, the classifier understands the
connections  between the features and their
corresponding labels. The trained classifier predicts the
labels for the test data, and the y_pred variable stores
the predicted labels to perform further evaluation. The
file that is being classified passes through every tree.
Based on the comparison, the file is sent to its
appropriate branch. This process occurs until it reaches
the leaf node in every tree, where the majority vote of the
class label is present [34, 35]. The final result is decided
by aggregating the predictions of all the trees through
majority voting, where the label with the largest number
of votes across the trees is set to the file.
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3.4.2 Support Vector Machine (SVM)

Initially, the dataset is split into training and
testing sets. An instance of SVM (‘kernel’) is created with
a linear kernel. The goal is to find a hyperplane (decision
boundary) that separates malware and clean files with
maximum margin. The linear kernel is used since a
straight line can separate the data points. The C
parameter (set to 1 for balanced regularization) controls
the trade-off between increasing the margin and
reducing the error. The SVM classifier is trained on the
training data. It understands the coefficients related to
each feature and the bias term by computing a convex
optimization problem. It learns the decision boundary
that divides the classes in the data. The trained SVM
then makes predictions on the test data. It assigns a
prediction to every sample with respect to the decision
boundary. The model calculates the distance from the
decision boundary for each file to decide which side of
the decision boundary the file belongs. The file is clean
if the distance is positive and vice versa [36].

3.4.3 Naive Bayes

Initially, the dataset is split into training and
testing sets. An instance of Gaussian Naive Bayes
('GaussianNB()") is created. This classifier assumes that
features follow a normal distribution that is symmetric
and bell-shaped, characterized by mean and standard
deviation. The classifier is then fit into the training data.
It calculates the mean and standard deviation for
malware and clean files. The trained classifier then
makes predictions on the test data. It calculates the
probability of observing the feature values based on the
probability distribution of the classes by applying the
normal distribution of the calculated mean and standard
deviation during the testing phase. The algorithm
calculates the probability density function (PDF) using
the distribution parameters to determine the probability
of a feature value for a particular class. The class prior
probability (proportion of instances belonging to a class
in the training data) also determines the probability of the
data point belonging to a class. Bayes' theorem is
applied to combine the probabilities calculated before to
get the posterior probability (the probability of a data
point associated with a particular class after its feature
values are observed) of the classes for the data points.
Equation 2 is used to calculate the posterior probability
for both classes. The sum of the posterior probability of
all the classes equals 1. Zhang [35] pointed out how the
Naive Bayes classifier can reach optimal classification
accuracy under specific circumstances, even with its

independence assumption simplification.
: I Likelihood * Prior Probabili
Posterior Probability = (Likelihood « Prior Probability) @)

Evidence

The classifier assigns the class label with the
highest posterior probability to the data point. For
instance, if the posterior probability of malware is higher

than the posterior probability of clean, the data point will
be predicted as malware.

3.4.4 Logistic Regression

Initially, the dataset is split into training and
testing sets. The logistic regression classifier is
initialized ('LogisticRegression(random_state=1)"). The
classifier is then fit into the training data. It understands
the coefficients of the best-fit logistic function by
reducing the error between the predicted and true labels
(maximum likelihood or cross-entropy). An iterative
algorithm like gradient descent calculates the optimal
values for the coefficients. The model provides weights
for every input feature. The coefficients indicate the
feature's impact on the likelihood of an instance
belonging to a positive class. Positive coefficients
suggest a positive relationship between the positive
class (when the feature value increases, the probability
of the instance being classified as malware increases)
and vice versa. The coefficient magnitude indicates the
strength of the relationship. The trained classifier uses
the learned logistic function to predict the labels for the
test data. If the predicted probability is above the
threshold, the instance is classified as malware and vice
versa [36].

4. Analysis and Discussion of Results

The False Positive Rate (FPR) is the proportion
of the negative samples that were wrongly classified as
positive by the model. It provides information on the
ability of the model to detect negative instances
accurately. For example, a high FPR can suggest that
the model wrongly classifies many clean files as
malware [37].

FP

FPR =
(FR+TN)

3)

In Equation 3, FP denotes the false positives,
i.e., the number of negative cases that were wrongly
classified as positive. TN denotes the true negatives, i.e.,
the number of negative cases that were correctly
identified. True Positive Rate (TPR), also known as
recall, is the proportion of samples that were correctly
classified as positive. For example, high TPR shows that
the model is able to detect malware files effectively while
reducing the risk of false negatives.

TP

TPR =
(TP+FN)

(4)

In Equation 4, TP denotes true positives, i.e., the
number of positive cases that were correctly classified.
FN is the false negatives, i.e., the number of positive
cases that were wrongly identified as negative. Precision
is used to calculate the model’s ability to identify positive
cases from the total cases that were predicted as
positive. High precision indicates low FPs, i.e., the rate
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of labeling clean files as malware would be low. Equation
5 shows the formula for calculating precision.

TP
(TP+FP)

Precision = (5)

Accuracy determines the model's overall
correctness in detecting the malware. A higher accuracy
score indicates that the model has made very few
misclassifications. Equation 6 shows the formula for
calculating accuracy [37].

(TP+TN)

Accuracy = ———
y (TP4+TN+FP+FN)

(6)

The F1 score combines (harmonic mean)
precision and recall, giving a balanced single score. It
takes the trade-off between accurately finding malware
and reducing FPs. Equation 7 shows the formula for
calculating the F1 score.

2x(precisionxrecall
F1 score = 2e(precisionsrecall)

)

Support is the frequency of instances belonging
to a class and helps analyze the balance between the
classes. Receiver Operator Characteristic (ROC) Graph
is plotted with FPR on the x-axis and TPR on the y-axis.
When the curve lies above the reference line in the ROC
graph, the algorithm performs well, i.e., TPs are higher
than FPs and vice-versa. The curves closer to the top-
left corner also show a high classifier performance. The
ROC curve aids in visually comparing the performance
of different models. The Area Under the Curve (AUC)
shows the classifier's ability to detect malware, which
ranges from 0 to 1, and a higher AUC indicates better
model performance. It tells how well the model can
discriminate between the malware and clean samples.
Macro averaging gives the model’'s performance across
every class unbiasedly. Weighted averaging measures
the overall model’s performance, taking into account the
distribution of the classes.

(precision+recall)

4.1 Random Forest

Figure 6(a) shows the classification report of
Random Forest. TN, FP, FN, and TP are 9795, 176, 169,
and 9860, respectively. The precision for the clean class
is 0.98, meaning that almost all the instances were
classified correctly as clean. Similarly, the model was
able to classify most malware correctly. The recall for the
clean and malware classes is 0.98, respectively,
implying that the model could identify most of the actual
clean and malware samples. The F1 score for benign
and malware classes is 0.98, suggesting a highly
accurate and reliable model. Moreover, Random Forest
achieved the highest accuracy of 98%. This validates
with the works of Masum et al. [15], where a 99.64%
accuracy was reported using Random Forest on a large
malware dataset, as well as Bawazeer et al. [16] who
reported high ROC-AUC values with dynamic datasets,
confirming our results. The macro average is 0.98,
suggesting the model exhibited excellent performance in

classifying both classes without bias. Additionally, the
weighted average is also 0.98, indicating a high
performance considering the distribution of the samples
in the dataset.

Figure 6(b) shows the ROC curve of the
Random Forest classifier. The curve lies about the
reference line and is in the top left corner with an area of
0.99, indicating that Random Forest performs best. The
recent work by Zhao et al. [17] implementing CNN-LSTM
architectures has shown comparable performance,
however, Random Forest is still a strong contender due
to its reasonable balance of performance, explainability,
and speed. The model can effectively differentiate
between the classes with high confidence, resulting in
highly reliable classification performance. In addition,
Shokouhinejad et al. [22] explained how Random
Forest's interpretability lends itself to ensemble model
structures, especially in combination with graph learning
and explainability systems, thus supporting its
application in practical cybersecurity scenarios. This
result matches earlier work by Masum et al. [15], who
got 99.64% accuracy with Random Forest on a big
dataset. Also, Akhtar & Feng [14] reported 92.01%
accuracy using RF to classify malware. This high
accuracy shows how strong the algorithm is after
correlation-based feature selection is used to cut down
on noise. Overall, Random Forest showed high
performance. Multiple trees reduce the chance of
overfitting and increase the model's generalization
feature, thereby attaining higher accuracy. The model is
also robust to noise and outliers. Bawazeer et al [16]
reported similar ROC-AUC values, validating its high
discriminative power.

4.2 Support Vector Machine

Figure 7(a) shows the classification report of
SVM. The dataset has been split into smaller training
and testing sets.TN, FP, FN, and TP are 82, 7, 27, and
84, respectively. Precision for clean is 0.75 and 0.92 for
malware class. It also has a recall of 0.92 for clean class,
i.e., it catches 92% of true clean files. The recall for the
malware class is 76%. The F1 score for the clean class
is 0.83, and the malware class is 0.83 indicating a
balanced performance in detecting malware. The SVM
model demonstrates a good accuracy of 83% in correctly
identifying instances belonging to these classes. The
SVM model demonstrates strong classification
performance with high precision, accuracy, F1 score,
and recall values. Figure 7(b) shows the ROC curve of
SVM. The proximity of the curve to the upper left corner
indicates the SVM model's excellent performance. The
model achieves a high TPR while maintaining a low
FPR. This is in accordance with what was reported by
Akhtar and Feng [14] where 96.01% accuracy was
achieved with an SVM and appropriate feature selection.
It is possible the accuracy in our study was lower due to
feature selection and kernel parameter tuning.
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Shokouhinejad et al. [22] noted that for all their
classification strengths, SVMs can benefit from graph-
based feature representations and explainability
methodologies. In other words, the SVM model
successfully recognizes a large proportion of positive
instances while reducing the number of FPs.

4.3 Naive Bayes

Figure 8(a) shows the classification report of
Naive Bayes. TN, FP, FN, and TP scores are 3648,
6390, 1020, and 8942, respectively. The precision for
clean files is 0.78, which correctly predicts malware class
with a precision of 0.58. Moreover, the recall for the
clean class is 36%, and it accurately detects the actual
malware files with a recall of 90%. The F1 score for the
clean class is 0.50 suggesting a moderate performance
in recognizing the clean files. However, the F1 score for
the malware class is 0.71 is a relatively good
performance in accurately recognizing malware files.
The model achieved an overall accuracy of 0.63, which
indicates that 63% of the instances were correctly

classified. Figure 8(b) shows the ROC curve for Naive
Bayes. The AUC value of 0.70 suggests the model has
areasonable balance between sensitivity and specificity,
reducing FPs and FNs relatively.

While Akhtar & Feng [14] claimed an accuracy
of 89.71% with Naive Bayes, our model reached 63%.
This is most likely due to the Naive Bayes approach of
feature independence, an assumption that does not hold
in the context of malware datasets with behavioral
indicators that are inter-correlated. Gond and Mohapatra
[23] have also reported that these models are not suited
to environments where concept drift occurs, such as the
dynamic evolution of malware patterns over time. While
the model is fast and efficient, its simplicity constrains
model effectiveness in modern malware detection and in
scenarios where features interact in a non-linear
manner. Overall, the Naive Bayes model shows varying
performance for different classes, with higher precision,
recall, and F1 scores for the malware class than the
clean class.
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4.4 Logistic Regression

Figure 9(a) shows the classification report of
Logistic Regression. TN, FP, FN, and TP scores are
1969, 8069, 1576, and 8,386, respectively. The
precision of the benign class is 0.56, and the malware
class is 0.51, implying that 51% of the instances
predicted as malware were truly malware. The recall for
the clean class is just 0.20, while for the malware class
is 0.84, thereby accurately identifying 84% of the true
malware. The F1 score for the benign class is 0.29, while
for the malware class is 0.63, showing a better balance
between precision and recall. Figure 9(b) shows the
ROC curve of Logistic Regression. The AUC is 0.58,
which suggests that the classifier performs relatively low
in discriminating the malware and benign classes
compared to the other studies [15] and the theoretical
optimality of Naive Bayes classification demonstrated in
Zhang [35], which explains why even simple probabilistic
models can vyield competitive results under certain
conditions. This lack of performance aligns with
Alsumaidaee et al. [24], who noted that linear models

such as logistic regression do not effectively capture
intricate behavioural patterns within malware data.
Although the model is easy to interpret and
computationally efficient, it is unable to capture non-
linear relationships between features that frequently
occur in malware detection problems. More recent works
advocate hybrid and deep learning approaches over
linear classifiers for such tasks, particularly in highly
dynamic or imbalanced datasets. Overall, the model
struggles to detect benign files. However, it performs
comparatively better in recognizing malware samples,
exhibiting a modest performance.

The linear structures of Naive Bayes and
Logistic Regression allowed them to train markedly
faster, from a computational efficiency perspective. SVM
took longer to train, particularly with large datasets and
non-linear kernels. Random Forest did improve
accuracy; however, the ensemble of multiple decision
trees increased the computational cost, which is critical
for real-time or resource-limited systems.
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4.5 Performance comparison of the proposed
classifiers

An ablation study evaluated correlation-based
feature selection by comparing the performance of all
classifiers, including those with and without feature
selection. Table 2 shows the result summary and
comparison between different classifiers. It is observed
that feature selection improved remarkable accuracy up
to 99% in RF classifiers. Similarly, the feature selection
increased in SVM, Naive Bayes, and Logistic
regression. The improvement in accuracy can be
attributed to the removal of redundant and highly
correlated features, which reduced noise and retaining
features which is correlated to the target class. RF and
SVM are performing well compared to the other
proposed algorithms.

The Random Forest classifier achieved the best
results with an accuracy of 99%, with SVM following at
94%, Naive Bayes at 63%, and Logistic Regression only
at 50%. Random Forest’s performance is explained by
the ensemble learning technique, which mitigates
overfitting by constructing multiple decision trees, and by
its capacity to model complex and non-linear system-
behavior relationships, consistent with findings by
Masum et al. [15] and Bawazeer et al. [16]. SVM
performance was also strong because it identifies
optimal hyperplanes that separate malware from benign
classes, but its accuracy is lower, possibly due to feature
scaling and dataset size, which is consistent with
findings of Akhtar & Feng [14]. Naive Bayes and Logistic
Regression likely underperformed because the strong
independence assumption of Naive Bayes fails with
malware datasets that contain correlated features, and
the linear decision boundary of Logistic Regression is

inadequate for describing the non-linear relationships
[38]. The analysis shows that feature selection, paired
with ensemble or kernel-based models, meets the
accuracy, robustness, and generalization limits of
malware detection identified in previous studies.

4.6 k-Fold Cross-Validation

Each classifier was evaluated using 10-fold
cross-validation to determine its generalization ability
and check for overfitting. The Random Forest classifier
continued to obtain an average accuracy of 98.7% with
a standard deviation of 0.4% across all folds. This shows
that Random Forest obtained consistent results on every
fold. The SVM scored 93.8% in accuracy while Naive
Bayes and Logistic Regression recorded lower results,
but all performed reliably. Random Forest stands out in
performance compared to the other classifiers,
achieving accuracy that is not likely due to overfitting, as
confirmed through paired t-tests.10 Fold cross-validation
result is given in the Table 3.

5. Conclusion

Cybercriminals create malicious software or
malware to attack and exploit systems, devices and
networks. These types of attacks are on the rise, with
malware severely impacting the global economy through
lost revenue, stolen data, damages to customer trust,
and even business closures. The emergence of more
sophisticated types of malware has led to the decline of
traditional  signature-based detection techniques.
Machine learning techniques to detect malware is within
the realm of the possible and would alleviate the
detection challenges posed by older methods.

Table 2 Performance comparison of RF, SVM, Naive Bayes, and LR with and without feature selection

Accuracy Accuracy F1-Score F1-Score
Algorithm ) _

(No FS) (With FS) (No FS) (With FS)
Random Forest 95% 99% 0.95 0.99
Support Vector Machine 88% 94% 0.88 0.94
Naive Bayes 60% 63% 0.60 0.63
Logistic Regression 48% 50% 0.48 0.50

Table 3. 10-Fold Cross-Validation Results

Algorithm Mean Accuracy (%) | Standard Deviation (%)
Random Forest 98.7 0.4
Support Vector Machine | 93.8 0.6
Naive Bayes 62.5 1.2
Logistic Regression 49.8 1.0

Int. Res. J. Multidiscip. Technovation, X(X) (2025) 266-282 | 279



Vol 7 Iss 6 Year 2025

K. Vijayalakshmi et.al, /2025

This study's methodology centers on the
implementation and evaluation of several ML techniques
for malware detection and the assessment of these
techniques through various scales including accuracy,
precision, recall, F1 score, and ROC curves. A data set
was encoded, then underwent correlation-based feature
selection, and was subsequently divided into training
and testing sets. The training and testing phases were
conducted with Random Forest, Naive Bayes, Logistic
Regression, and SVM algorithms. The Random Forest
model was the most robust, achieving a 99% accuracy
rating. The SVM model was also strong, reaching 83%.
while Naive Bayes and Logistic Regression showed
modest accuracies of 63% and 52%. Generalizability
can be enhanced by including additional diverse
samples in the dataset. In modern science, Federated
Learning can be applied for malware detection with the
support of ML models without sharing raw data, giving
more privacy and detection accuracy. So, it is possible
to extend this work with the support of federated learning
to adapt quickly to the new threats. In image-based
malware detection, there is a possibility of converting
malware binaries or opcode sequences into grayscale or
RGB images. Deep learning, such as CNN, Vision
Transformers, and hybrid algorithms like CNN-RNNSs,
can be applied for classification. So, Future studies
might focus on detecting advanced malware and
abnormal behavior with ensembles, deep learning, and
behavioral analysis. Issues, including data imbalance,
concept drift, and adversarial strikes, need attention too.
Defenses can be improved with adversarial training and
strong feature selection. With the support of reliability
theory, it is possible to have enhanced trouble-free
software for any cyber-physical systems. In this Al world,
many software applications exist in various crucial fields,
including the health sector for disease detection. If there
is any virus or malfunction in the software, it will create a
false prediction of disease, which may result in human
loss. So, reliable software is a “must-needed” in various
sectors. So, this paper provides a solution to enhance
the strength of cybersecurity systems through advanced
malware detection to ensure better reliability in software-
based systems.
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