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Abstract: The objective of this study is to analyze the energy consumption associated with modern methodologies
utilized in wireless sensor networks and to conduct a comparative assessment with Reed Solomon (RS) codes. This
paper presents three discrete techniques for wireless sensor networks. The strategies mentioned include the Self-
Evolving Sensor System (SESS), the Secure and Adaptive Key Management utilizing Multipath Routing Protocol
(SAKM-MRP), and the National Instruments Secure Reference-based Data Aggregation (NI-SRDA). A distinct
algorithm was developed for each method to examine the energy use. Based on the experimental results, it has been
shown that the RS-codes approach consumes a considerably greater quantity of energy compared to the SESS
methods, which, in contrast, exhibit a significantly lower energy consumption. When comparing the efficiency of RS-
codes and SESS methods, it is observed that the SAKN-MRP technique exhibits a more significant decrease in
energy consumption. Compared to the RS-Codes system, the SESS scheme stands out with a significant 45.5%
reduction in energy usage at the maximum delivery node. Similarly, the SAKM-MRP scheme showcases an average
decrease of 35.7% in energy consumption. Notably, the NI-SRDA scheme achieves an impressive 60% reduction in
energy consumption, underscoring its remarkable impact on energy efficiency. In a broader sense, it can be inferred
that the NI-SDRA technique holds promise as an energy-efficient solution for wireless sensor networks in comparison
to alternative strategies suggested in the current study.

Keywords: Energy Efficient, Multi-Path Routing Protocols, Wireless Sensor Network, Space Efficient Secret Sharing.

Numerous standards are now being developed
for WSNs. The terms "IPv6 over Low-Power Wireless
Personal Area Networks (6LOWPAN)" and "Wireless
Highway Addressable Remote Transducer (HART)" are
used to designate specific technologies [5]. The HART
protocol has undergone expansion through the
development of Wireless HART, a specialised

1. Introduction

The Wireless Sensor Network (WSN) is a
collection of low-cost, small-scale nodes that gather and
disseminate critical information. The network consists of
individual nodes, each with the ability to perceive, retain,
and transmit processed information to other nodes within

the network [1]. In this study, we aim to investigate the
impact of social media on mental health. Specifically,
each individual sensing node is equipped with its own
battery, central processing unit (CPU), memory,
transceiver, and sensing device. WSN encompass a
diverse range of applications, such as environmental
monitoring, forest surveillance, animal tracking, flood
detection and  weather forecasting, disaster
management, industrial automation, habitat monitoring,
home automation, and health care [2, 3]. WSNs are
currently experiencing significant growth. However, this
expansion is accompanied by several obstacles. These
challenges include operating in a dynamic environment,
dealing with limited resources, and meeting the diverse
requirements of numerous applications [4].

implementation designed for industrial applications,
particularly in the realm of process monitoring and
control. Zigbee is a standardised mesh networking
protocol that is anticipated to facilitate the development
of wireless networking applications characterised by
consistency, cost-effectiveness, and reduced power
consumption. The 6LOWPAN protocol is an established
standard developed by the Internet Engineering Task
Force (IETF) that facilitates the efficient transmission of
IPv6 packets across different locations. The 6LoWPAN
network utilises the widely adopted transport technology
called User Datagram Protocol (UDP).
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Table 1. Comparison of WSN with 6LoWPAN

Features WSN 6LoWPAN
Application Control and Monitoring Control and Monitoring
Memory 4-32KB 4-32KB

Battery Life

Approximately 10 to 100 days

Approximately 10 to 365 days

Number of Nodes 255 nodes

65536 nodes

Data rate/Transfer rate | Upto 250 Kbps

Upto 250 Kbps

Communication Range | 1-75m

100 m

Feature 1

Reliability, Low consumption, Low cost

IPv6 over IEEE 802.15.4

Feature 2

Isolated small-scale networks

Massively scalable networks

The use of Transmission Control Protocol
(TCP), commonly referred to as TCP, is generally
avoided in the context of 6LoOWPAN due to the additional
intricacy it introduces, along with concerns over
performance and efficacy [6, 7]. Table 1 presents a
comprehensive overview of the many properties of WSN
and 6LoWPAN, highlighting both their similarities and
differences.

Communication that fails to comply with
essential security principles, including the preservation
of confidentiality, authentication, and integrity, can
potentially facilitate unauthorized individuals in
accessing and interfering with communications
throughout their transmission. Moreover, it is plausible
that the perpetrator may disrupt, intercept, and modify
the transmitted signals, as documented in previous
studies [8, 9]. Therefore, it is of utmost significance to
implement security protocols that govern and oversee
the authorization and management of wireless network
access with the aim of thwarting unauthorized entry and
tampering with wireless communications [10, 11].
Furthermore, because of the limited transmission range
of sensor nodes, it is necessary for each communication
between the sensor node and the base station (BS) to
traverse several intermediate nodes beforehand [9, 12].
In the context of wireless sensor networks (WSNs), the
intermediate nodes that are present along the
communication line can potentially serve as vulnerable
points of entry for adversaries to execute malicious
activities such as injecting false data and launching
denial of service attacks [7, 13]. The pursuit of optimal
communication and performance necessitates the
identification and acquisition of crucial elements.

Therefore, it is imperative to promptly identify
and eliminate the susceptible terminal nodes in light of
this situation. Individuals who are not currently linked to
the network have the ability to access the event data
collected by the sensor nodes in WSNs [14, 15].
Therefore, it is imperative to provide data authentication
and source authentication details alongside the data, as

the confidentiality of the information collected from
sensor nodes necessitates restricted access exclusively
for authorised users. Furthermore, it is imperative for
users to reach a consensus on exclusively accepting
communication from nodes that possess a 100% level of
authenticity. This measure is crucial in order to prevent
the reception of deceptive or illicit information. While
cryptographic methods can effectively safeguard the
data portion of a packet, the header component of the
packet remains susceptible to security breaches [16—
18]. Traditional security measures are insufficient to
ensure the confidentiality of communications due to the
limitations of cryptographic techniques, which solely
safeguard the data component of the packet. In light of
this, it is imperative to use certain security measures to
protect the secrecy of communication during transit. NI-
SRDA finds application in various domains such as
signal processing, picture denoising, genetic data
analysis, and financial data interpretation. Several
challenges hinder its widespread adoption, including the
requirement for efficient algorithms to handle
computational complexity, the necessity to choose and
fine-tune models for optimal performance, the
interpretability and generalizability of results, and the
assurance of data availability and quality to ensure
unbiased outcomes. Overcoming these issues will
enable NI-SRDA to enhance its efficacy and influence
across several industries by deriving meaningful insights
from intricate data sets [5, 19].

The proliferation of wireless sensors is
experiencing a notable surge in acceptance rates,
primarily attributed to their inherent ease of deployment.
Furthermore, the inclusion of wireless functionality
facilitates the utilisation and exploitation of the network
following its compromise. There exist multiple forms of
assault that disrupt the effective functioning of a system,
leading to errors, hindering appropriate channel access,
and modifying data. Several researchers have already
examined an almost Byzantine assault on WSN in
accordance with the aforementioned limitation [19, 20].
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Given the aforementioned context, the principal aim of
this research is to examine and evaluate the extent of
energy consumption generated by Self-Evolving Sensor
System (SESS), the Secure and Adaptive Key

Management utilising Multipath Routing Protocol
(SAKM-MRP), and National Instruments Secure
Reference-based Data  Aggregation (NI-SRDA)

techniques and subsequently compare these outcomes
with those given by RS-codes. MATLAB/Simulink was
employed for this study to prototype and simulate the
methods and systems.

2. Techniques and Algorithm
2.1. Space Efficient Secret Sharing

Creating a standardized testing environment for
WSNs involves defining a deployment scenario with
specified node numbers, spatial distributions, and
environmental factors. The present study encompasses
evaluating energy efficiency under varying conditions.
Assessments extend to data collection, aggregation
techniques, and energy consumption patterns,
highlighting the efficiency of algorithms and their impact
on battery life. The SESS technique reported in this
study incorporates Shamir's Secret Sharing mechanism.
In a general context, it can be argued that hypothetically
secure techniques for confidential communication
exhibit inefficiencies in terms of space utilisation. Due to
the fact that it generates n shares, each of which
possesses a size that is comparable to that of the secret.
Furthermore, it necessitates an increased quantity of
storage space. A novel computational methodology has

been developed to facilitate covert information sharing,
aiming to optimise the utilisation of existing resources
[21]. The encryption of the initial secret is achieved by
the use of a symmetric key in this particular manner. The
decrypted data is partitioned into 10 distinct segments.
The use of block error correction procedures leads to the
production of n shares, wherein redundancy is
incorporated [22, 23]. A novel multi-path routing
approach has been devised to mitigate cheating and
prevent forwarding attacks. Once the secret message,
denoted as m, has been partitioned into many shares,
namely s1, s2, and sm, using a secret sharing technique,
it is subsequently transmitted to its intended recipient
across a network of distinct pathways.

The process of reconstructing the secrets
entails initially interpolating a set of k shares to
reconstruct the function f(x). Subsequently, the function
is evaluated to reveal the secrets: si = f(i), where i ranges
from the minimum value of 0 to the maximum value of T.
All calculations are performed using modular arithmetic
with a prime number that satisfies the following
conditions: the prime number is greater than both the
maximum value in the set of values {s1, s2,..., sn} and
the value of n, where n is the total number of elements
in the set. Additionally, the prime number is greater than
zero and less than T minus one, where T is a given
value. The process of recovering the concealed data in
Algorithm 1 can be understood as the resolution of a set
of linear equations. The equation A.v = F represents the
relationship between a Vandermonde matrix A, a vector
v of unknowns (polynomial coefficients ai), and a vector
F of y-coordinates of shares.

Input: Total No. of secret messages
Output: To carry a secret bits

Generate the polynomial equation
fix) = (a, + ax +.....+a;x)

Sample the polynomial equation
f(x) at ‘n’ distinct points

‘ D, =f(1+T-1)

Shares are given by (T, D1), (T+1, D2),....(T+N-1, Dn)

(L S S S S S

Figure 1. Algorithm for SESS scheme
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The Vandermonde matrix A is constructed using
the x-coordinates of any T shares. The vector v
represents a set of unknowns in the T1 space, whereas
the matrix A represents a T x T Vandermonde matrix. It
is postulated, without any diminishment in generality,
that there exist T minus 1 unit of (T, D1), (T+1, D2), etc.
(2T minus 1, DT minus 1) shares within the system.
Figure 1 depicts the algorithm proposed for the SESS
system.

2.2. Secure  authentication and key
management scheme
The provided solution entails the

implementation of a multipath routing mechanism to

Encryption
and
Decryption
scheme

€ Authentication

Neighbor
Child Node

Neighbor

Cluld Node

Child Node

enhance load distribution and prolong network durability.
In light of the malevolent actions, the implementation of
encryption and decryption techniques is proposed as a
means to ensure both data authentication and integrity
preservation. Consequently, each node possesses the
capability to ensure an authenticated route in
conjunction with its own presence [24, 25]. The next
section provides an explanation of the multipath and
secure authentication approaches that have been
recently introduced. Figure 2 illustrates the workflow of
the proposed secure authentication and key
management system. The figures depicting the
encryption and decryption phases of the SAKM-MRP
system are illustrated in Figures 3 and 4, respectively.

heme

Figure 2. Workflow of secure authentication and key management approach

Input: Domain (D) = (q, FR, S, p, q, B n, h) public key Q,
plaintext m OUTPUT: Ciphertext (R, s, t)

|

[ Select R— R {0,1}I, where [ is bitlength of n ]
|

[ (K, k1, k2)_KDF{(r), where k' has bitlength 1+128 ]
|

Calculate k = k mod

I

Calculate R = kP and Z = kQ

1

Calculate s = rIKDF (R, Z)

I

Calculate C = ENCkI (m) and t = MACk’c

I

Yy Yy Yy Yy

Return (R, C, s, t)

- 7 . J b v )

Figure 3. Encryption phase of SAKM-MRP scheme
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Ciphertext (R, c, s, t) OUTPUT: plaintext m or the rejection of

Input: Domain (D) =(q, FR, S, p, q, P, n, h) private key d,

the Ciphertext

[ Calculate Z = dR }

I

[ Calculate r = sIKDF (R, Z) }

I

(k’, k1, k2)_KDF(r), where k’ has bit length [+128

I

Calculate k = k" mod n; and Calculate R = kP

I

If R” = R, Return (“Reject the Ciphertext”)

|

Calculate t’ = MACK?(c), if t = t/, Return (“Reject the Ciphertext”)

1

Calculate m = DECkI (C)

I

[
[
[
[
[
[

Return (m)

)
)
)
)
)
)

Figure 4. Decryption phase of SAKM-MRP scheme

2.3. Neighborhood Information Based Secured
and Reliable Data Communication

In the framework of this methodology, it
functions at the sensor node level. If the level of a sensor
node is relatively low, there is no need to partition the
information into shares. The system effectively oversees
the task of partitioning data into several shares through
the use of a flexible methodology capable of
accommodating dynamic conditions. Furthermore, the
information was distributed until it reached the
designated node, which possesses a degree value and
is appropriately substantial for the (t, n) threshold
procedure [26]. In order to attain the intended result of
recognizing shared information and the initial information
packet, it is important to integrate a supplementary
indicator at the early phase of the packet. Furthermore,
the data includes a designated LR field that will be
utilized at a later stage for the routing sequence.

3. Results and Discussion

3.1. Average Energy Consumption of SESS
Technique

The parameter being referred to is the
guantification of the mean discrepancy between the
initial energy state and the final energy state that persists
within each individual node. The degree of divergence is
quantified at every individual node. The final metric that
requires measurement is the aggregate energy
consumption of the node. Figure 5 illustrates the
comparative efficiency of the SESS scheme and RS-
Codes in relation to energy consumption. The provided
text consists of two numerical values enclosed in square
brackets [27]. The duration of the network's existence

has a direct correlation with the quantity of energy that is
utilised. No more data is stored in association with the
shares. The lifetime of the SESS network is far greater
than that of the RS-Codes, and the SESS schemes
exhibit significantly reduced energy usage compared to
the RS-Coding system. In contrast to the RS-Codes
system, the SESS scheme exhibits a reduction in energy
usage of 45.5% for the maximum delivery node. The
primary factor contributing to this phenomenon can be
largely attributed to the extended duration of the
network's existence.

3.2. Average Energy Consumption of SAKM-
MRP Technique

Figure 6 presents a comparative analysis of the
energy efficiency exhibited by the SAKM-MRP, SESS,
and RS-Codes. The metric known as average energy
consumption quantifies the average discrepancy
between the initial energy level and the final energy level
that persists in each node [28]. The subsequent action
required is referred to as the energy utilization of the
node. The energy consumption of SAKM-MRP
techniques exhibits a notable reduction when compared
to both SESS and the RS-Coding scheme. In
comparison to RS-Codes, the SAKM-MRP scheme
demonstrates an average decrease of 35.7% in energy
consumption, while the SESS scheme exhibits an
average decrease of 25% in energy consumption. One
potential explanation for this phenomenon is that the
SAKM-MRP scheme network exhibits greater longevity
in comparison to RS-Codes and SESS schemes.
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Figure 6. Performance of SAKM-MRP, SESS and RS- Codes regard to energy utilization
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Figure 7. Energy performance of NI-SRDA, SAKM-MRP, SESS scheme and RS-Codes

3.3. Average energy consumption of NI-SRDA  maintained across all nodes. Figure 7 presents a visual
technique representation of the energy performance of NI-SRDA,
The consistency of the divergence between the ~ SAKM-MRP, the SESS scheme, and RS-Codes. The

initial energy level and the final energy level is  energy consumption of NI-SRDA systems is significantly
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lower when compared to that of SAKM-MRP, SESS, and
RS-Coding schemes. The utilisation of NI-SRDA
demonstrates a noteworthy decrease of 60% in energy
consumption in comparison to RS-Codes, particularly
during periods of maximum node activity. Furthermore,
there is a notable improvement of 54.5% when
compared to the SESS scheme and a 44.5%
improvement when compared to the SAKM-MRP
scheme. This observation suggests that the NI-SRDA
method has a prolonged network lifetime in comparison
to alternative methodologies. The scalability of the
proposed algorithm integrates energy-conscious
features like sleep scheduling, data aggregation, and
adaptive routing to reduce energy usage and extend the
lifespan of the network in larger deployments.

4. Conclusion

Three separate strategies were developed to
optimise energy use in WSNs: the NI-SRDA algorithm,
the SAKM-MR methodology, and the SESS algorithm.
The analysis of energy consumption for each of these
algorithms was conducted and subsequently compared
to the energy consumption of RS-Codes. The evaluation
findings report that in contrast to RS-Codes, the SESS
scheme has a consumption rate that is 45.5% lower than
RS-Codes at the most elevated distribution node. The
SAKM-MRP system exhibits an average reduction in
energy consumption that is 35.7% lower than that of RS-
Codes, and 25% lower than the SESS scheme. When
comparing NI-SRDA to RS-Codes, it is shown that NI-
SRDA leads to a significant 60% decrease in energy
consumption, even when the node counts are at their
highest. In a broader context, it can be inferred that the
NI-SDRA approach holds promise as an energy-efficient
solution in wireless sensor networks, demonstrating
superior network longevity in comparison to the SAKM-
MRP, SESS, and RS-Codes schemes. The efficacy of
the NI-SDRA technique lies in its capacity to minimize
energy wastage inside the network. An exploration into
emerging technologies like machine learning and
blockchain holds the potential to revolutionize energy
optimization in WSNs, offering a forward-looking
perspective that sets the stage for further innovations in
the field.
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